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Abstract  

Knapsack cryptosystems are classified as public key cryptosystems. This kind of 

cryptosystem uses two different keys for the encryption and decryption process. This 

feature offers strong security for these cryptosystems because the decryption key cannot 

be derived from the encryption key. Since the Merkle-Hellman knapsack cryptosystem, 

the first proposed version of knapsack cryptosystems, many knapsack cryptosystems 

have been suggested. Unfortunately, most knapsack cryptosystems that have been 

introduced so far are not secure against cryptanalysis attacks. These cryptanalytic attacks 

find weaknesses in the designs of the knapsack cipher. There are two cryptanalysis 

systems mentioned in this thesis. These are the Shamir Merkle-Hellman knapsack attack 

and the Basis Reduction Algorithm (called the LLL algorithm). Accordingly, the main 

goal of this thesis is to implement Visual Basic programs with these two knapsack 

cryptanalytic attacks. These Visual Basic programs are for testing many versions of 

knapsack cryptosystems including a newly invented knapsack system. The result of the 

testing shows that the knapsack cryptosystems are indeed weak, especially against the 

Reduced Basis Algorithm. This result does not appear to hold for all cases such as the 

new knapsack system suggested and the Super-Pascal knapsack cryptosystem.   
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Chapter 1    

Introduction 
 

Cryptography is a science for hiding written information. “Kripto” and “grafia” are two 

words in the Greek language meaning “hidden” and “writing” [1]. Many kinds of 

cryptosystems have been invented. One of the popular ones is the public key 

cryptosystem which was first suggested in 1976 by Ralph C. Merkle and Martin E. 

Hellman ([2] and [3]). These cryptosystems are called public key because encryption 

and decryption require two different keys: the one for encryption is called the public 

key, and the other for decryption, is called the private key and the decryption key cannot 

be derived from the encryption key. 

The first public key cryptosystem actually invented was the Knapsack cryptosystem. 

This is an additive number theory cryptosystem [18]. Since the original Merkle-Hellman 

knapsack system was proposed, there have been many variations of the knapsack system 

suggested. Some examples of these are the multiplicative knapsack cryptosystem [2], the 

Chor-Rivest knapsack cryptosystem [4], the Graham-Shamir knapsack [5], the 

Naccache-Stern Knapsack [6], and the Super-Pascal Triangle Knapsack [7].  

Essentially, most varieties of knapsack cipher systems that have been introduced are 

insecure. This means, cryptanalytic attacks have been found to defeat such knapsack 

ciphers. The cryptanalytic methods attempt to find weaknesses in the design of the 

Knapsack cryptosystems. The first cryptanalytic approach to defeat the basic Merkle-

Hellman knapsack was due to A. Shamir [8].  
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Another approach was proposed by Lagarias and Odlyzko using a lattice reduction 

algorithm. This algorithm was invented by Lenstra, Lenstra, and Lovàsz (called the LLL 

Algorithm) to find a shortest vector in a lattice (see [8] and [9] for more details).  

The main goal of this thesis is to study in depth some different kinds of knapsack 

cryptosystems and to implement a Visual Basic program with knapsack cryptanalytic 

attacks to test many versions of knapsack methods. Also, another objective of the thesis 

is to use the implemented algorithms to attempt to break a recently designed knapsack 

[22]. 

Chapter 2, discusses the knapsack problem and how to use this problem to design a 

cryptosystem. Also, it discusses some varieties of knapsack cryptosystems and their 

encryption and decryption processes with provided examples. The knapsack 

cryptosystems that are discussed in this thesis are the basic Merkle-Hellman knapsack 

cryptosystem, the multiplicative knapsack cryptosystem, and the Super-Pascal knapsack 

cryptosystem.  

In Chapter 3, the basic idea behind the cryptanalysis of a knapsack cryptosystem using 

the Shamir Merkle-Hellman knapsack attack is discussed in some detail. The Shamir 

method is sometimes capable of deriving a substitute for the private key. 

Chapter 4 introduces the Reduced Basis Algorithm for a lattice. Some review of Linear 

Algebra is necessary; especially the Gram Schmidt process, in order to understand the 

Reduced Basis (LLL) Algorithm itself.  

Chapter 5 explains the implementation of the two methods defined in chapters 2, 3 and 

4. The implementations use Microsoft Visual Basic Studio 2010 software. The programs 
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have been specifically designed to defeat knapsack cryptosystems and are designed for 

use in a classroom. The examples in chapter 2 are used to test the Visual Basic 

programs. A commented copy of the code implementation is in Appendix A.  

In chapter 6, a newly discovered knapsack cryptosystem [22] is tested against the LLL 

algorithm. 

Chapter 7 concludes the thesis with a review of the thesis results and suggests ideas for 

future work.   
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Chapter 2  

Introduction to the Knapsack Problem 
 

The knapsack problem is also known as the subset-sum problem. Knapsack systems can 

be used as public key cryptosystems [2, 3]. These kinds of cryptosystems require two 

different keys for the encryption and the decryption process: the one for encryption is 

called the public key, and the other for decryption, is called the private key. The 

decryption key cannot be derived from the encryption key in the system.  

2.1 Knapsack problem 

A knapsack is basically described as a given set of items; each item has a weight and a 

value. Determine the number of each item to include in a collection. So that the total 

weight is less than some given weight and the total value is as large as possible [21]. 

The basis of the knapsack problem is described as follows: Given a sequence of different 

positive integers A = a1, a2,......., an and given a positive integer S, the problem is to find 

a subset of the elements of the sequence A such that its sum is equal to S (i.e. 

 ).  

 2.2 Knapsack cryptosystem  

In 1978, Ralph C. Merkle and Martin E. Hellman invented the first knapsack cipher 

system [2]. The knapsack cipher is an additive number theory cryptosystem. Since the 

original Merkle-Hellman knapsack system was proposed, there have been many 

variations of the cipher system suggested.  However, as was to be expected, many 

cryptanalytic attacks have been found to defeat such ciphers.  All knapsack 

http://dictionary.reference.com/browse/set
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cryptosystems attempt to hide the basis of the knapsack using clever transformations and 

it is these transformations which distinguish one knapsack cryptosystem from another 

and by means of which the attempt is made to defeat the various cryptanalytic 

techniques. 

Each knapsack cryptosystem has its own special technique for defeating the various 

known cryptanalytic techniques. 

2.2.1 The basis of the Merkle – Hellman knapsack cryptosystem 

Merkle and Hellman [2] suggested the idea of using the subset-sum problem to construct 

a cipher system as follows: First the integers in a subset sum sequence are chosen. Let 

this subset sum sequence be denoted for purposes of this description as subset sum 

sequence A. The message to be encrypted is then converted to a bit string according to 

some prearranged algorithm (for example, the internal binary machine encoding of the 

characters in the message might be used).  This bit string is then subdivided into 

subsequences, each of which is the same length in bits as the number of integers in the 

sequence A.  The integers in A are then ordered according to some algorithm (they could 

for example be ordered in ascending sequence) and the position of each integer in A is 

mapped to the integers from 1 to n where n is the number of integers in A.  The bits in 

each message subsequence are then also numbered from 1 to n.  To encrypt a 

subsequence of the message, a sum is calculated from the integers in A.  The choice of 

which integers in A are to be chosen as addends of the sum can be made by using only 

those integers in A whose position in A corresponds to the position of each binary digit 

1 in the subsequence being encrypted. Determining the plaintext from the encrypted text 

thus involves solving a subset sum problem. An example will perhaps make this clear. 
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1. Choose the integers of the subset sum sequence A such that A= (1, 2, 35, 8, 16, 4, 79, 

170). 

2. The encrypted message is then converted to a bit string. For example the message 

“car” is converted to “011000110110000101110010” using the ASCII encoding. The 

length of the bit string is 24 bits.  

3. The bit string is then subdivided into subsequences, each of which is the same length 

in bits as the number of integers in the sequence A. For example the sequence A 

contains 8 integers, whereas the bit string to be encrypted has 24 bits. The bit string is 

thus subdivided into 3 different bit strings, each of length 8. 

4. The integers in the sequence A are ordered in ascending sequence, A= (1, 2, 4, 8, 16, 

35, 79, 170). 

5. The message “car” is then encrypted 8 bits at a time as follows: First, the 8-bits of the 

first binary subsequence, “01100011” is encrypted. Using only the integers in A whose 

position in A corresponds to the position of each binary digit 1 in the subsequence bit 

string A, a total of these integers is calculated. The total from the integers in A is 255 

where 255= 2+4+79+170.  2, 4, 79, and 170 are the second, third, seventh and eighth 

members in A and correspond to the 1 bits at positions 2, 3, 7 and 8 in the bit string. So, 

255 is the encrypted message corresponding to the first 8 bits which in fact represent the 

letter ”c” in “car” in ASCII [20].  

6. To determine the plaintext from the encrypted text (for example 255 from the above) 

requires the solution of a subset sum problem. To do this, one first selects the largest 

integer in the sequence A which is less than or equal to 255. This integer in sequence A 
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is clearly 170. This is subtracted from 255 yielding 85 and the process is repeated until 0 

is reached. Of course, this approach called a greedy algorithm will not work in general, 

but the sequence A is designed to make this solution approach possible. In general it is 

in an NP-hard problem to determine which integers in a list are addends of a given sum. 

If the numbers in the knapsack are chosen carefully, it is “easy” to discover which 

numbers are used in forming the partial sums. In this case, the knapsack is called an easy 

knapsack. For example, consider the numbers 1, 2, 4, 8, 16, 32, 64, 128. Here; of course, 

the partial sums can be converted into binary to determine which powers of 2 were used.  

Another example of an easy knapsack is called a super increasing knapsack. The super 

increasing knapsack is defined such that each number of the positive sequence is greater 

than the sum of the previous numbers in the sequence. For example, the sequence A 

above is in super increasing form:- 1, 2, 4, 8, 16, 35, 79, 170 (for example, 35> 

1+2+4+8+16) whereas this sequence:- 1, 2, 3, 4, 5, 6, 7, 8 is not . In a super increasing 

knapsack, it is easy to discover which numbers are used in forming the partial sums. One 

looks for the largest integer in the list that is less than the given sum. This integer must 

be an addend as all the smaller integers added together are less than this largest integer, 

so if the largest integer is not chosen, the given sum is greater than all remaining integers 

in the list. A hard knapsack does not have the “easy” discovery property.  

Merkle and Hellman described how an easy knapsack can be converted into a “trapdoor” 

knapsack which is a hard knapsack [2]. A trapdoor knapsack can be constructed as 

follows: - First, a positive integer sequence A is chosen. Next, a random integer u with 

the property that u > 2an >   is found. In the next stage, the knapsack set is 

transformed into a hard knapsack set referred to as B, by the multiplication in a finite 
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field modulo u by an integer w which is co-prime to u. By this process each   in the 

sequence A becomes  = (w*ai mod u). Now any sum S is encrypted by adding integers 

of this form.  Since w is a common multiplier of each integer in the sum, the sum can be 

converted back to the sum of the original knapsack sequence by multiplying the 

knapsack sequence by the inverse of w mod u (which is possible because w is co-prime 

to u) [10].  

An example of the above method will made this clear. 

1. Create a positive integers sequence A= (1, 2, 4, 8, 16, 35, 79, 170) of easy knapsack 

numbers 

2. An integer u is chosen such that u > 2an >   , for example u = 353 

3. An integer w is chosen such that w is co-prime to u, for example w = 19 

4. The knapsack set A is transformed into a set B which is a hard knapsack. i.e. B= (19, 

38, 76, 152, 304, 312, 89, 53). 

5. The message then will be converted to a binary sequence i.e. “c” in “car” is 

transformed into its ASCII equivalent “01100011”, the plaintext message, M. 

6. Each integer  in B will be added to create the total sum S wherever =1 in M for 

any i. Then S is the encrypted message. In this example S=38+76+89+53= 256. 

7. The inverse of w mod u is calculated such as w
-1

= 1 mod u. In this example w
-

1
 is 223. 
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8. The original knapsack A sum can be found by multiplying the inverse of w with S to 

get the sum of the integers used in the original sequence A. In this example, 

S*=223*256 mod 353 is 255. 

9. The decryption of the message S can be done by using S* and the easy knapsack set 

A= (1, 2, 4, 8, 16, 35, 79, 170) solving it by using the subset sum process. It will be 

found that the numbers 170, 79, 4 and 2 make the sum S*. Thus, the decrypted message 

is “01100011” which is the original message. 

2.2.2 The multiplicative knapsack cryptosystem 

Many attempts have been made to hide easy knapsack sets by converting them into hard 

knapsacks. Merkle and Hellman’s suggestion is one of many. One of the first to be 

suggested is the multiplicative knapsack cryptosystem [2].   

This cryptosystem works the same way as the basic Merkle-Hellman knapsack 

cryptosystem by hiding the private (easy) knapsack sequence and publishing the 

corresponding hard knapsack set derived from it. The only difference is that this 

approach repeats the steps that Merkle and Hellman’s method uses to transform an easy 

knapsack sequence into a hard knapsack sequence a number of times. 

The process is completed in steps. First, a positive integer sequence A is chosen. Next, a 

random integer u1 with the property that u1 > 2 max ai  >  is found. Then, the 

knapsack set is transformed into a hard knapsack set referred to as B1, by the 

multiplication in a finite field modulo u1 by an integer w1which is co-prime to u1 as 

before. This step is repeated with a new modulus and a new multiplier. A random integer 

u2 is found with the property that u2 > 2 max B1i > . The knapsack set B1 is 
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transformed into another hard knapsack set referred to as B2, once again by 

multiplication in a finite field modulo u2 by an integer w2 which is co-prime to u2. This 

process can be repeated a number of times. At stage n, a random integer u(n)  is found 

such that u(n)  > 2 max b(n-1)i > . The knapsack set B(n-1) is 

transformed into a hard knapsack set referred to as B(n), by multiplication in a finite 

field modulo u(n)  by an integer w(n) which is co-prime to u(n). A message S can be 

encrypted by adding integers of this form. 

An example: 

1. Create a sequence of positive numbers. For example, A= (1, 3, 5, 10, 21, 45, 90, 201, 

377) which is an easy knapsack sequence. 

2. An integer u1 is chosen such that u1 > 2  > , for example u1 = 757 

3. An integer w1 is chosen such that w1 is co-prime to u1, for example w1 = 97 

4. The knapsack set A is transformed into a set B1 which is a hard knapsack. i.e. B1= 

(97, 291, 485, 213, 523, 580, 403, 572, 233). 

5. Another integer u2 is chosen such that u2 > 2b1n >   , for example u2 = 3407 

6. Another integer w2 is chosen such that w2 is co-prime to u2, for example w2 = 409 

7. The knapsack set B1 is transformed into a set B2 which is another hard knapsack. i.e. 

B2= (2196, 3181, 759, 1942, 2673, 2137, 1291, 2272, 3308). 

8. Another integer u3 is chosen such that u3 > 2b2n >   , for example u3 = 19763 

9. Another integer w3 is chosen such that w3 is co-prime to u3, for example w3 = 1297 
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10. The knapsack set B2 is transformed into a set B3 which is another hard knapsack. 

i.e. B3= (2340, 15053, 16036, 8873, 8356, 4869, 14335, 2097, 1905). 

11. Then the message will be converted to a binary sequence i.e. “110100001”  which is 

M. 

12. Each integer  will be added to the total sum S wherever =1 for any i. 

Then S is the encrypted message. In this example S=2340+15053+8873+1905= 28171. 

The encrypted message can be deciphered by working backward as in the original 

Merkle-Hellman system. 

2.2.3 The Super-Pascal knapsack cryptosystem 

One of the many attempts to build a strong knapsack cryptosystem is the Super-

Pascal knapsack cryptosystem [7].  

This cryptosystem is basically described as a table with a random number of rows 

and columns. This table looks like the following table  

a1,n … a1,2 a1,1 

a2,n … a2,2 a2,1 

… … … … 

am-1,n … am-1,2 am-1,1 

am,n … am,2 am,1 
 

Table 1: The Pascal-Triangle Knapsack cryptosystem table. 

The rule for filling the table with values is described as follows. First, all values in the 

first row and those in the rightmost column are set to 1. Then in each row the value of 

each cell is the sum of the value of the cell on its right and the value of the cell directly 

above it. For example, ai,j= ai,j-1+ ai-1,j 
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a1,n=1 … a1,2=1 a1,1=1 

a2,n … a2,2=2 a2,1=1  

… … … … 

am-1,n … am-1,2 am-1,1=1 

am,n … am,2 am,1=1 
 

Table 2: The cell values of Pascal-Triangle Knapsack cryptosystem table 

This table looked at diagonally beginning with a1,1, then a1,2 and a2,1, then a1,3 , a2,2 and 

a3,1 etc. is simply forming the Pascal triangle.  

There are some properties of the Pascal triangle exhibited in the table. One of them is 

that each integer in the table is equal to the sum of the value in the cell directly above it 

added to the value of each cell to the right of the one above it. For example,  

ai,j = ai-1,j +  ai-1,j-1 +  ai-1,j-2 + …. + ai-1,1 

Also, each number from 0 to am,n-1 has a unique representation as a sum of integers 

taken from the table directly from above am,n and to the right. 

The integers taken as addends in any particular sum are formed using the following 

method: 

1- The table is entered at the integer in the bottom left corner. 

2- If the integer at that location is less than or equal to the sum, it is chosen. If chosen, the 

integer directly to its right is then considered. If not chosen, the integer directly above it 

is considered next. 

3- The method repeats until the sum is found. If any integer is chosen, the next considered 

integer is the integer on its right; if the integer is not chosen, the integer directly above it 

is considered. 
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4- This process is continued until the sum is reached. 

The following table will be used as an example to make the idea clear. 

1 1 1 1 1 

5 4 3 2 1 

15 10 6 3 1 

35 20 10 4 1 

70 35 15 5 1 

126 56 21 6 1 

210 84 28 7 1 

330 120 36 8 1 

495 165 45 9 1 

715 220 55 10 1 

1001 286 66 11 1 

 
Table 3: Example of The Pascal-Triangle Knapsack cryptosystem table. 

The row shaded is not considered to be part of the table. However, in any such table 

constructed the integer at the left hand end of the shaded row will always be 1 greater 

than the largest sum that can be derived from the table. So, in this case all integers from 

0 to 1000 can be represented as a unique sum of integers chosen from the table. 

Using the value 979 as an example, it can be seen that the numbers that add to this value 

are 715, 220, 36 and 8. To illustrate how this sum is formed the following procedure was 

employed. The integer in the left bottom corner is 715 and 715 < 979. So, the integer 

715 is chosen and the difference between 979 and 715 is 264. Then, following the rules 

above, the next considered integer to the right is 220. The integer 220 is less than 264 so 

220 is chosen. The next value considered is 55 to the right of 220 and it is compared 

with the difference between 264 and 220, namely 44. The integer 55 > 44 so 55 is not 

chosen. So, the next considered value is 45 which is the integer directly above 55. This 
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integer 45 is greater than 44, so it is not chosen. After that, the integer 36 directly above 

45 is considered next and 36 < 44 so 36 is taken. By following the rules, the next value 

is 8 and 8 is equal to the difference between 44 and 36. As the sum is reached the 

process is ended. The numbers selected are shaded in Table 4. 

1 1 1 1 1 

5 4 3 2 1 

15 10 6 3 1 

35 20 10 4 1 

70 35 15 5 1 

126 56 21 6 1 

210 84 28 7 1 

330 120 36 8 1 

495 165 45 9 1 

715 220 55 10 1 

 
Table 4: The shaded numbers that are add to 979 

The encryption:  

In order to encrypt with the Super-Pascal knapsack cryptosystem, the following 

processes must be completed. First, a table with the same size as Table 3 is created. 

Next, the values of the new table are different from those in Table 3.  

The rule for filling the new table with values is described as follows. First, the value of 

the cell in the upper right corner is randomly chosen. Then, the value of each cell on its 

left is the same or greater than the value of the cell to its right. The value of each cell in 

the rightmost column is the same or greater than the value of the cell directly above it. 

Then, in each row, the value of each cell is greater than the sum of the value of the cell 
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on its right and the value of the cell directly above it. For example, ai,j > ai,j-1+ ai-1,j. the 

following table shows the idea 

 

  

 

 

 

 

 

For example, the integer 525 (shaded in the above table) is greater than 322+200. 

Note that we have not added a row corresponding to the shaded row in Table 3 as the 

entries in that row are not used in forming sums.  

Then, a prime number p (where p is greater than the sum of all the values in the last row 

of Table 5) is selected. For example, p = 123701. Another integer m is selected where 1 

≤ m ≤ p-1. For example m = 43567.The next step is to take the number m and multiply it 

with each value in Table 5 mod p and generate a new table called Table 6. 

 

 

 

4 3 3 3 3 

44 31 20 12 4 

133 83 48 26 4 

319 178 93 38 4 

646 322 138 44 4 

1180 525 200 52 4 

1976 791 261 59 4 

3125 1145 344 76 9 

4719 1584 434 86 9 

6851 2129 539 104 10 

Table 5: The Super-Pascal knapsack encrypt table. 
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Table 6: To encrypt any number from 0 to 1000 derived from Table 4 

For example, 108671 (shaded in the above table) is 45367*1584 mod 123701 and 1584 

is the integer in Table 5 at the same position. 

The feature of the above table (each value in the table is greater than the sum of all 

values in the cell directly above it added to the value of each cell to the right of the one 

above it) is lost.  

This last table, Table 6 is used to encrypt any number from 0 to 1000 derived from Table 

4. For example, suppose we wish to encrypt the message 979. The encrypted message is 

the sum of the integers in Table 7 that corresponded to the integers 715, 220, 36, and 8 

in Table 4, i.e. 11075, 102094, 19227, and 94866, the shaded integers are shown in 

Table 7.  

    

 

 

7000 7000 7000 7000 7000 

61433 113567 5433 28000 50567 

104165 28732 112000 19433 50567 

43361 85464 93299 47433 50567 

64155 50361 74598 61433 50567 

73145 111691 54330 38866 50567 

116197 72619 114196 96433 50567 

75775 32712 19227 94866 21000 

1611 108671 105526 35732 21000 

110705 102094 103124 77732 64567 
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Table 7: The Super-Pascal cryptosystem public key 

It can be noticed that the shaded positions in Table 7 are the same shaded positions in 

Table 4. The encrypted message S is the sum of shaded numbers from Table 7 which is 

S = 326892 such that 326892 = 110705 + 102094 + 19227 + 94866.  

Table 7 can be called the public key for the Super-Pascal cryptosystem and the Table 5 

is the secret key for the cryptosystem. The message itself comes from Table 4. 

The decryption: 

To decrypt the message S, the first step is to multiply S by m
-1

 (the inverse of the 

number m mod p) and the result is called S*. In this example m
-1

 = 90072 and S* = 

9400.  

Using the secret key (Table 5), the integers that form the sum S* can be found using the 

same method described above. The result of this step in this example is as follows: 

 

7000 7000 7000 7000 7000 

61433 113567 5433 28000 50567 

104165 28732 112000 19433 50567 

43361 85464 93299 47433 50567 

64155 50361 74598 61433 50567 

73145 111691 54330 38866 50567 

116197 72619 114196 96433 50567 

75775 32712 19227 94866 21000 

1611 108671 105526 35732 21000 

110705 102094 103124 77732 64567 
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                                                        Table 8: Table 5 with shading  

Using the value of S*, it can be seen that the numbers that add to this value are 6851, 

2129, 344 and 76. To illustrate the process of finding these addends, the following 

procedure was employed. The integer in the left bottom corner is 6851 and 6851 < 9400. 

So, the integer 6851 is chosen and the difference between 9400 and 6851 is 2549. Then 

following the rules above, the next considered integer to the right is 2129. The integer 

2129 is less than 2549 so 2129 is chosen. The next value considered is 539 by 

comparing it with the difference between 2549 and 2129 which is 420. The integer 539 

> 420 so 539 is not chosen. So, the next considered value is 434 which is the integer 

directly above 539. This integer 434 is greater than 420, so it is not chosen. After that, 

the integer 344 is the next considered integer and 344 < 420 so 344 is taken. By 

following the rule, the next value is 76 and 76 is equal to the difference between 420 and 

344. As the sum is reached the process is ended. 

By comparing the shaded integers from the Table 8 and the shaded integers from the 

Table 4, the shaded positions are the same and the decrypted message is 979. 

4 3 3 3 3 

44 31 20 12 4 

133 83 48 26 4 

319 178 93 38 4 

646 322 138 44 4 

1180 525 200 52 4 

1976 791 261 59 4 

3125 1145 344 76 9 

4719 1584 434 86 9 

6851 2129 539 104 10 
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Chapter 3 

The Shamir Cryptanalysis of Merkle-Hellman 

knapsack cryptosystem 
 

The construction of a knapsack system includes the secret “easy” knapsack A = a1, 

a2,......., an, a multiplier m, a modulus prime p and the public “hard” knapsack A’ = a’1, 

a’2,......., a’n such that a’i = ai * m mod p and, of course transmitted sum S. 

The first attack, due to Shamir [8], and the main question of knapsack system 

cryptanalytic study is “What is the secret key of the cryptosystem?” The answer is the 

multiplier m and the modulus p, which must be kept secret when the encrypted message 

S is sent. That suggests another question, which is, “Is it possible to determine the easy 

knapsack sequence by using only the hard knapsack sequence and the total sum S?” 

There are some properties that play a cryptanalytic role in easy knapsacks. The first one 

is that it is assumed that each integer in the super increasing “easy” knapsack sequence 

in the Merkle-Hellman knapsack system is approximately two times larger than the 

previous integer. The integer p is greater than the sum of all the members in the super-

increasing sequence. One can make the assumption that the public knapsack sequence is 

published in the same order as the corresponding “easy” super increasing knapsack 

sequence. If this is not true some extra work must be done by the cryptanalyst. Thus, the 

first number in the sequence A has to be less than  such that a1  a’1 

* m mod p <  
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For example, if the first number in base 2 has 100 digits in an easy knapsack sequence 

consisting of 100 integers, the last integer is of the order 2
199

. Basically, this means, 

since each integer in the sequence is at least twice the value of the previous integer, the 

easy knapsack sequence has low density across the range from 2
100

 to 2
199

 and the 

integers are increasingly at a greater distance from each other. 

It turns out that using continued fraction theory it is possible to determine the easy 

knapsack set given the hard knapsack and the prime p [11]. We shall not discuss the 

method as it requires knowledge of Diophantine Approximation Theory which is outside 

the domain of the thesis. 

Also, surprisingly, given a hard knapsack set derived from a super increasing easy 

knapsack set it is often possible to determine another easy knapsack set that could also 

have been used to derive the same hard knapsack set. 

The Shamir attack attempts to break the knapsack cipher by deriving either the original 

easy knapsack set or another which could be used as an alternative without knowledge 

of the prime. We shall discuss this method in some detail. Some examples of such 

equivalent knapsacks are shown below 
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Hard knapsack Easy knapsack 

(Original) (m
, p

) 

(O
rig

in
al) 

An Equivalent easy 

knapsack 

(E
q

u
iv

alen
t) 

(m
’, p

’) 

 

467,355,131,318,113,21,135,215 1,3,7,13,26,65,119,267 28, 523 1,5,13,24,49,123,225,505 53, 990 

223, 170, 340, 128, 256, 24, 430, 478 1,3,6,14,28,65,125,255 273,499 1,5,10,26,52,123,235,481 517, 945 

113, 339, 247, 176, 239, 160, 270, 272 1,3,6,13,25,51,113,216 267, 431 2,6,12,26,50,102,226,432 534, 862 

19, 38, 76, 152, 304, 312, 89, 53 1,2,4,8,16,35,79,170 223,353 2,4,8,16,32,74,174,376 103,391 

99, 297,142,185,370, 374, 210,536 1,3,16,31,62,164,308,690 386, 721 2,6,12,22,44,108,196,440 694, 904 

293, 113,316, 249, 25,163, 326, 294, 157 1,3,5,10,21,45,90,201,377 200, 383 1,7,11,24,53,113,226,507,953 506,969 

97,291,485,213,523,580,403, 572, 233 1,3,5,10,21,45,90,201,377 359, 757 1,3,5,12,25,55,112,251,473 451, 951 

193, 196,199, 15,223, 259, 135, 110, 374 1,3,5,10,21,45,90,201,377 256, 383 2,7,12,25,52,112,225,503,943 641, 959 

211, 254, 297, 215, 262, 20, 40, 342, 336 1,3,5,10,21,45,90,201,377 97, 379 1,4,7,15,32,70,140,312,586 151,590 

401,430,459,145,691,266,532,209,442, 
570 

1,3,5,10,21,45,90,201,377,759 160, 773 1,6,11,25,51,114,228,513,962,
1938 

409, 
1976 

 
Table 9: Some examples of such equivalent knapsack 

 

3.1 The Shamir method for breaking the Merkle-Hellman Knapsack cryptosystem 

The Shamir method will be explained by using an example. Suppose that A= 3, 13, 36, 

78, 158, 320, 646, 1297 is an easy knapsack sequence, P = 1301 is a chosen prime 

modulus and W=500 is a chosen multiplier. The super increasing “hard” knapsack 

sequence A’ which corresponds to A is 199, 1296, 1087, 1271, 940, 1278, 352, 602. 

Then, a total sum S can be calculated such as S =  where  is a binary 

sequence (the plaintext). Shamir assumed that the hard knapsack sequence and the total 

sum S are known to the attacker. The Shamir approach analyzes the numbers of the hard 

knapsack sequence in order to find a trapdoor pair W  and P  such that W .  mod P  is 

an easy knapsack sequence (that is a secret key for the cryptosystem) and  is an 

element of the sequence A , the known hard knapsack sequence. 
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The first number in the hard knapsack sequence is a 1. Assuming that W  has values 

from 0 to P  (where P  is the unknown modulus), the following graph illustrates the real 

function y = f (W ) = W *a 1 mod P  which is shown below.   

 

 

 

 

 

 

 

 

This sawtooth function has zeros at 0, P / a’1, 2*P /a’1, etc. the reason can be illustrated 

by the example.  

According to the example above, the first number in the hard knapsack sequence is 199. 

The corresponding function that would be graphed is y = f(W ) = 199*W  mod P . This 

function equals 0 if W  is equal to or some multiple of P . For example, y=199. W  mod 

P ; y = 0 if W =P  or 2*P , etc. Clearly, y(k*P )=k*P *199  0 mod P , k  . If 

k*P *199  0 mod P  then 1/199
2
*(k*P *199)  0 mod P  as 1/199 exists as 

gcd(P ,199)=1. The zeros of f(W ) occur at k*P /199 , k  {1,2,3,…}. 

W
  *

 
  
 m

o
d

 P
   

P  

P  0 P / a’1 2*P /a’1 3*P /a’1 4*P / a’1 5*P / a’1   

y 

Figure 1: The sawtooth for the real function y = f (W ) = W *a 1 mod P  
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The distance between two neighboring zeros is (l+1) * P /199 – (l) * P /199=P /199  l  

. The number of minima from 0 to 199 is 199, i.e. a’1. 

According to the Merkle-Hellman method, the multiplier W  in W *a’1 mod P  is 2
d*n-n

 

where d  2 because each integer in the easy knapsack sequence is at least 2 * (the 

immediately preceding integer in the sequence). So, if the first integer is 2
100

 the 100
th

 

integer in the sequence is  2
199

. Therefore the first integer, a1 in the simple easy 

knapsack set is 2
2*100-100 

=2
100

. In the example above, a1 < 2
-7

*P , as there are 8 

numbers in the knapsack sequence and the example begins with a small a1 (i. e. not 

2
100

). 

The value of a1  such that  a1= W *199 is a value of y = f(W ) somewhere between 0 and  

2
-7

*P . 

To clarify, the following graph illustrates the real valued function y = f(W ) =199* W  

mod P . This function increases until it falls to 0 when W' becomes equal to P' or a 

multiple of it. As an example, if W  =  then y will be f( ) = 

2* * P  mod P equals 0 because it is a multiple of P . If W  =  

 is taken as a value for W  in the function f( ) = 199*

 mod P  =   reaches its maximum value as  

a1 < 2
-7 

* P  and the value of a1 is anywhere between 0 and 2
-7

*P . a1 is therefore some 

value of f(W ) in the range for W  between 0 and a value for W  that makes 

f(W )=199*W  = a1 < . But this value precisely is ( )/199. So we need to 

search for a value of W  between /199 where f(W ) is 0 and ( )/199 when 

f(( )/199) has the value . 
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In Figure 2 the values along the W' axis run from W'=0 to W'=199 P' where f(W')= 199 

P'/199 = P'. We, of course, don’t know the value of P' so we normalize from the range of 

W' from 0 to P' to the range of 0 to 1 by dividing through by P' and trying to find W'/ P' 

rather than W'. W'/ P' is a rational that must lie between k/199 to (k/199) + (2
-7

/199) for 

k . We need only look for rationals of the form W'/ P' that lie in these intervals. Such 

rationals can be found by Diophantine approximation. As this subject is vast it will not 

be further discussed. The interested reader can consult the work by Cassels [12]. 

 

 

 

W' 

Figure 3: The sawtooth for the real function y = f (W ) = W *  mod P  
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Figure 2: The sawtooth for the real function y= f(W') = W' * 199 mod P' 
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The second number in the hard knapsack sequence is 1296. The following graph 

illustrates the real function y = f (W ) = W *1296 mod P  which is shown next.  
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Figure 3: The sawtooth for the real function y = f (W ) = W *  mod P  after dividing through by P' 
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Figure 4: The sawtooth for the real function y = f (W ) = W *1296 mod P  
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In the same manner as the first number of the easy knapsack sequence, it can be found 

that the function y = f (W ) = W *1296 mod P  equals 0 if W  is equal to or some 

multiple of P . For example, y=1296.W  mod P ; y = 0 if W =P  or 2*P , etc. The value 

of a2  such that  a2= W *1296 is a value of y = f(W ) somewhere between 0 and 2
-6

*P . 

Also, it can be found that the rational W'/ P' must lie between r/1296 to (r/1296) + (2
-

6
/1296) for r . With the intervals from the first easy knapsack number and the 

intervals from second number, the intervals where W'/ P' exists, can be narrowed. Since 

the rational W'/ P' must lie in one of each set of the intervals, we need to take the 

intersection of intervals. After this step, we will end with a small set of possible 

intervals. The process will be repeated for a’3 and a’4, etc. until a set of narrow intervals 

is found and W'/ P' is located. 

When the Shamir attack is run against the set of hard knapsack numbers, it suggests the 

value of W'/ P' is in the range 0.59799382716049387 to 0.59800354051927607. Several 

rational numbers in the range return easy knapsack sets that can break the published 

knapsack, e.g 778/1301 (the original trapdoor pair), 2209/3694, 2566/4291, 1553/2597, 

2749/4597, 3408/5699, etc.   
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Chapter 4 

The Lenstra Lenstra Lovàsz (LLL) Algorithm  

 

The Lenstra Lenstra Lovàsz (LLL) Algorithm was published in 1982 by Arjen Lenstra, 

Hendrik Lenstra Jr. and Laszlo Lovasz [9]. The LLL algorithm can be called the basis 

reduction algorithm. Its purpose is to find short vectors for a given lattice. It is widely 

used in cryptanalysis. It is one important method used to break knapsack cryptosystems. 

In this chapter, the LLL algorithm will be described. 

4.1 Review of Linear Algebra: 

 is the domain of integers 

 is the field of real numbers 

 is the field of complex numbers 

 refers to the real numbers or complex numbers 

The vector space V over : defined in Sheldon Toy Axler [13] is a set V with two 

operations: an addition and scalar (number) multiplication of vectors in  such that  

 b+y = , where 

b, y   

, where b  and a  
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These operations on the vector space have the following properties: 

Let x , y, v   and a, c   then  

 Commutativity property: 

x+ y = y + x   

 Associativity property: 

( x + y) + v = x + ( y + v) 

(ac) x = a (cx) 

 Additive identity property: 

For every x   an element 0 where 0  such that x + 0 = x   

 Additive inverse: 

For every x   there is w    such that x + w = 0 

 Multiplicative identity property: 

1 x = x  

 Distributive properties: 

a ( x + y) = ax + ay and (a + c) x = ax + cx 

Linear combination: 

A linear combination of a set  in V is a vector S of the form  

S= + + .... +   

where , , ....,  . 
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Span:  

The span for any vectors , , ....,   ,  is defined as the set X of all linear 

combinations of the vectors , , ...., such that 

X = + + .... +    

where , ....,   . 

In general, span ( , , ....,  = ( + + .... + : ,  .... ,     ) 

Linearly independent: 

The vectors , , ....,   are linearly independent if none of the vectors is a linear 

combination of the other vectors . Equivalently, all coefficients ( , , ....,   in 

the following equation are zero  

+ + .... +  = 0 

So, the only solution to this equation is  =0 for i=1, 2,.., n. On the other hand, the 

vectors , , ....,   are linearly dependent if not all coefficients ( , , ...., 

  in the above equation are zero ( at least one of the vectors is a linear 

combination of the other vectors).  

Basis: if the vectors , , ....,   span  and are linearly independent vectors 

then they form a basis. 

The norm (length) of vectors b  : 

|b|=  = =  
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The square length of a vector b  : 

|b|
2 

=  =  

The dot product (scalar product) of two vectors  : 

Let x= (x1, x2, ...., xn), y= (y1, y2, ...., yn)  . The scalar product of vectors x, y   

x .y = x1 y1+ x2 y2+ .... + xn yn=  

The angle between two nonzero vectors x, y   is  

x .y = |x| |y| cos  

cos  =  

 = cos
-1

  

Definition of orthogonal: Given two vectors b1and b2   R
n
, where b1=(b11,.....,b1n) and 

b2=(b21,.....,b2n), the two vectors b1and b2 are orthogonal if and only if their inner product 

(or dot product) = 0. The inner product of two vectors (b1 . b2) is  

b1 . b2 =  

4.2 Reduced Bases for lattice 

4.2.1 Lattice: 

Any subset is a lattice if and only if it is a discrete additive subgroup of [14]. 

 is a subgroup if it is closed under addition and subtraction and it is discrete if there is 



 
 

31 

an  > 0  such that the distance between two different lattice points ( where b, x   

and b ≠ x ) is  |b – x| ≥ . 

A lattice L with basis , , ....,    and dimension n is the set L of all linear 

combinations of the basis vectors with integral coefficients, i.e.    

L=  = {  | , , .....,   } 

This existing basis , , ....,  spans the lattice and n is the rank of the lattice.   

The determinant of the lattice L with the basis , , ....,  is  

det(L)=|det(B)| 

If B is an matrix for a lattice with a basis such that (  

where i=1,2, ..., n, then det(L)= . If n=k then the lattice L(B) is called a full 

rank lattice [14]. 

Theorem: given the basis , , ...., of the lattice L, the determinant of L is equal to 

the volume of the parallelepiped spanned by , , ....,  [14]. 

Theorem: assume that B and C are bases of the same lattice L(B)=L(C). Then the 

determinant of a lattice L  does not depend on these bases. This means det(B)= ± 

det(C) where B=UC where U  is a unimodular matrix. A unimodular matrix is a 

square matrix with all integer entries and its determinant is +/- 1. 

Proof: 

|det(B)| = |det(CU| = |det(C) det(U)| = |± det(C)| = |det(C)| because det(U)= ±1 
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An example: 

B=  

Assume the vectors b1=(3, 7, 7), b2=(1, 4, 1), b3=(2, 1, 6), the column vectors of B are a 

basis of a lattice L  . These vectors are linearly independent because det(L) =|det(B)| 

= +8 ≠ 0. There is a unimodular matrix U =  and another basis in the 

same lattice C=  =B.U. The det(B)= det(C).det(U) where det(U)=1 

then |det(B)|=+8=|det(C). 

Theorem: 

If there are two bases B and C, then it can be said that the two lattices are equal, L (B) = 

L (C), if and only if there is a unimodular matrix U such that B= CU.  

Proof: 

Assume that B=CU where U is a unimodular matrix. Because U is a square matrix, then 

 is also a unimodular matrix. UU
-1

=I and det|U|det|U
-1

| = I; therefore det|U
-1

| =+/- 1. 

Since, B=CU and C= B  it can be said that two matrix B and C generate the same 

lattice because U and  are integer matrices. Because B and C are two bases for the 

same lattice then assume that two integer square matrices V and W exist such that B= 

CV and C=BW. By replacing C in the first equation by its value in the second equation, 

B=BWV or B- BWV = 0. By factoring it becomes B(I – WV) = 0. Because B is a matrix 

with linearly independent vectors the determinant of B ≠ 0. Then I – WV = 0 or I = WV. 
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Therefore, det(W) = det(V) = +/-1 because det(W) . det (V) = det (W. V) = det (I) =1 

because W and V are two matrices with integer entries.  

4.3 Some Important Topics related to the LLL Algorithm: 

4.3.1 Gram-Schmidt Orthogonalization 

This method is a basic topic in linear algebra. It is important to understand it in order to 

comprehend the Reduced Basis Algorithm or (LLL algorithm). The Gram Schmidt 

method is used to transform a basis of a vector space V over R
n
 into an orthogonal basis.  

Definition: any vector b  V is a unit vector if |b| = 1. 

Definition: any subset S  V is orthonormal if S is orthogonal and consists totally of 

unit vectors. 

4.3.2 The Gram-Schmidt Algorithm  

The process of Gram Schmidt starts with a basis b1, b2. . . , bn  in R
n
 of n-linearly 

independent vectors and produces an orthogonal basis b1
*
, b2

*
. . . , bn

*
. The process 

begins by setting b1
*
= b1. The vector b2 is then projected onto b1

*
 (i,e.  ) and this 

is subtracted from b2, so b2
*
= b2 -  . Then b3 is projected onto b2

*
 and b1

*
 and the 

result subtracted from b3 (b3
*
= b3 – (   ) –  (  )). 

In general, if Ui,j =  ,we have bj
*
= bj - . 

The Gram Schmidt process can be rewritten as B = B*. U where U is an upper triangular 

matrix with 1’s on the diagonal and Ui, j for all j > i =  . 
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In general, U is not a unimudular matrix so the orthogonal base vectors produced by 

Gram Schmidt are not a set of base vectors in the original lattice derived from B; i.e. 

L(B).  

For example: Given the matrix B 

B=  

The basis b1, b2, b3 of R
3
 consists of the columns of the matrix B. By applying the Gram 

Schmidt method, the orthogonal columns b1
*
, b2

*
, b3

*
of the matrix B are 

B
*
=  

The calculations are as follows: 

b1= (1, 2, 5), b2= (2, 6, -3), b3= (6, -2, 3) 

b1
*
= b1= (1, 2, 5) 

    =   =  

b2
*
= b2 -  b1

*
 = (2, 6, -3) – (( = ( , ,  ) 

    =   =  

    =   =  
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b3
*
= b3 - (  b1

* 
+  b2

*
) = ( , ,  ) 

b1
*,
 b2

*
, and b3

*
 are perpendicular to each other. We have the orthogonal vectors  

b1
*
= b1= (1, 2, 5), b2

*
= ( , ,  ), and b3

*
= ( , ,  ) 

The dot product of (b1
*
. b2

*
) = (1* ) + (2* ) + (5* ) = (2.03)+(12.13)+(-14.16) = 0 

The dot product of (b2
*
. b3

*
) = ( * )+( * )+( * ) =(11.7)+(-12.6)+(0.9) = 

0 

The dot product of (b1
*
. b3

*
) = (1* )+(2* )+(5* ) =(5.7)+(-4.1)+(-1.6) = 0 

4.4 Gauss’ algorithm for finding the shortest vector in a two-dimensional lattice 

This algorithm was proposed by Gauss and it is also called the Gaussian algorithm [15, 

16]. The purpose of this algorithm is to find a shortest vector in a lattice in .  

Suppose the lattice L is generated by a1 and a2 where a1 and a2  .The lattice L in  

is the set of all integer combinations of ,  

L= { } 

The purpose is to find a shortest vector b1  L for which |b1| ≤  |bi| for all bi  L, bi ≠0. 

The method can be illustrated by an example:- 

Assume a1= and a2=  are two vectors which generate a lattice L in  

The lengths of the vectors are |a1|=31.8 and |a2|= 42.1, so |a2| is greater than |a1|. Gauss 

proceded as follows, calculate the quantity m =   =  = = -1.  
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Then the vector  is a vector in the lattice since m is an integer. 

= . This vector has length |b2| = | | = 16.4 

which is shorter than a1 and is in the lattice. Since b2 is shorter than a1, the vectors are 

swapped and the procedure repeated.  

The new vectors are b1= and b2=   

Then, proceding as before m is calculated m =  = = -1. The new 

vector = . This vector has 

length |b2| = | | = 28.0. The algorithm continues and n is calculated again m = 

 = = 0. Because b2 > b1 and m=0, the procedure is stopped and the short 

vectors are b1= and b2=  

4.5 The LLL Basic Reduction algorithm 

The purpose of the LLL algorithm is to find a new basis of a lattice with reduced length 

vectors. 

In addition, the vectors of the new basis are as close to being orthogonal as can be 

achieved by the algorithm. 

Gram Schmidt orthogonalization can always be achieved on a given set of basis vectors 

if operations take place in . However, all operations on a lattice must remain in  

For this reason the algorithm cannot simply apply the Gram Schmidt process, but must 

modify it to keep operations within the lattice framework. 
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The algorithm begins by calculating the actual Gram Schmidt orthogonalization and then 

makes use of this to carry out operations in the original set of base vectors that remain in 

the lattice.   

Suppose for purposes of discussion that there are n original basis vectors labeled y1 

through yn. In the process of calculating the Gram Schmidt orthogonalization of the 

original vectors , , ....,  a series of projections of the form  

yi
*
= bi -  

where  i,j =  are used during the calculation of the new set of base vectors.  

Suppose the original basis vector are placed in the columns of a matrix called . Then 

we can place the orthogonal vectors calculated by Gram Schmidt into the columns of a 

matrix . The matrix  can be expressed then as the matrix product =  where  

is an upper triangular matrix of the form  

. 

Of course, if all the  are integers then   would be a unimodular matrix and  would 

be a set of orthogonal vectors forming a basis for the lattice, but in general they are not. 

The actual algorithm starts with a basis , , ....,  of a lattice L in . The algorithm 

makes a copy of the basis vectors  which it will change as it generates the reduced 

basis. These copied basis vectors are labelled , , ...., . The algorithm first 
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calculates the Gram Schmidt orthognalization of the basis vectors for i=1, 2,…, n  with 

orthogonal vectors , , ...., , where yi
*
= yi -   for all i > j and  

is  . 

During the running of the LLL algorithm, the vectors y1, …yn will be changed many 

times in such a way that they still form a basis for the lattice L consisting of ever shorter 

vectors. These changes to the base vectors will continually require updating the  

values as well as the new entries in the set of lattice basis vectors. 

During the algorithm, the smallest vector found so far will be swapped to keep the set of 

lattice base vectors calculated in order from shortest to longest.  

The algorithm begins with vector 2 as vector 1 is not change by the Gram Schmidt 

process. 

Gram Schmidt has already calculated the value of  = . Of course the second 

vector calculated by Gram Schmidt may or may not be in the lattice. A new vector in the 

lattice is now calculated by finding the nearest integer to  and calculating the vector 

 = - .  

This is the same calculation as was done by the Gram Schmidt process except that no 

rounding is done by Gram Schmidt. This new vector is in the lattice since is an 

integer. Of course, if |  | <   ,  and  is simply left unchanged. 
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If the algorithm does calculate a new , the value of  from Gram Schmidt is 

updated.  

At this point, a check is made to see whether or not  should be swapped with which 

is done if  is shorter than  and if the swap does take place, the  are updated 

accordingly (that is, those values of   that involve the swapped vectors).   

Now vector  is considered.  is examined. If it < , there is nothing to do. If it is ≥  

it is replaced by the nearest integer and is recalculated as  = - . Because 

the nearest integer is used, the vector calculated will be in the lattice. 

The same process continues with  The actual algorithm detailed in Table 

4.4 contains procedures for updating the  without calling the Gram Schmidt 

process to recalculate each . 

4.6 The implementation of the LLL Algorithm 

1- The main loop 

The input: basis bi 

The output: reduced basis yi, orthogonal vectors yi
*
, orthogonal coefficients , 

and  square length of the GSO vectors yi
*
.   

- For i from 1 to n  

 yi =bi    

- Call GSO (y) function 

- K=2 

- While k ≤ n 

- Call function: reduce (k,k-1)  
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- If   ≥ (α - )  

 For l  from k-2 to 1  

 Call function: reduce (k,l) od: 

 K=k+1 

 Else 

 Call function: Swap (k) 

 If k > 2  

 K=k-1 

 End while 

Table 10: The main loop of The LLL algorithm 

 

 Gram-Schmidt orthogonalization function 

Input: y 

Output: y
* 
,µ ,γ 

 For i from 1 to n 

  =  

 For j from 1 to i-1 

  = (  

  =  -   od: 

  =   od: 

Table 11: Gram Shmidt Orthogonalization process 

 

 Reduce function  

Input: index k and l  

Output: y
 
, µ  

 If | | >   then  
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 r= the nearest integer of   

  = -   

 For j from 1 to l-1 do 

  = -    od: 

  = -   

Table 12: The reduce function 

 Swap function 

Input: index k 

Output: y
*
, y, µ and γ 

 ν=  

 δ = + ν
2
  

 = ν / δ 

 =   / δ 

  = δ 

 Swap (  and  ) 

 For j from 1 to k-2  

 Swap ( and ) od: 

 For i from k+1 to n  

 ξ=  

 = - ν  

 = + ξ  od: 

Table 13: The swap Function 

The decision as to whether or not to swap two vectors is not simply a matter of swapping 

any time one vector is shorter than another one there is no guarantee the algorithm will 

terminate in a reasonable amount of time. The decision to swap is made depending on a 
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comparison between two vectors  and by examining the truth value of  ≥ (α - 

)  where  = . 

If α=1 this simply compares the squared length of  to (| |
2 

- 
2 

) with 

 < 1/2 and therefore to | |
2 

- |
2
  (3/4) . In other words, the 

squared length of is compared to determine weather or not it is greater than 

If it is not swapping take place. Unfortunately, the algorithm can be shown 

to grow exponentially larger as α=1. 

The standard technique is to use α=  which will guarantee sooner termination of the 

algorithm although, of course, there is no guarantee the shortest possible reduced basis 

will be returned. 

Definition in [16]: if B is the maximum of (| |, | |, …, | |) where , , ....,  are 

the original basis of the lattice L in and E is the total number of calls  to the swapping 

function during the run of the LLL algorithm, then 

E ≤  

 If the lowest value of α is 1/4 then the algorithm will take a low number of iterations to 

find the shortest vector but if the value of α is near to 1 then the algorithm will run 

exponentially longer to find the shortest vector. 

4.7 Example of LLL algorithm 

The following example uses a basis of the lattice L in  . The basis b1, b2, and b3 are 

shown in the columns of the matrix B  
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B=  

The matrix B is the input to the LLL algorithm and so is the chosen value of α= 0.75. 

When the algorithm starts, it makes a copy of the lattice basis y1, y2, and y3. Then it 

computes the Gram – Schmidt orthogonalization basis , , and . In this example 

the matrix  is the matrix of the Gram-Schmidt coefficients for the basis of matrix Y. 

The vector contains the squared lengths of the Gram-Schmidt basis vectors , , and 

.  

In the first iteration of the algorithm, the values of Y,  would be  

Y=    =   =  

The algorithm now checks the value of  as decided above to see whether or not it is 

lease than  . Since it is less than  no action is taken. This test is performed by a routine 

called reduce. 

The algorithm now tests | | =   <   thus there is no action taken by the reduce 

function.  

Then the algorithm tests to determine whether or not  ≥ (α - ) . In this step,  

 =  = 15.17647058 < (0.75 - ) = 35.42647059, so the algorithm calls the swap 

function to swap the two vectors ( and ). The result after the swapping is  
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Y=      =   =  

In the next iteration, the algorithm tests | | =  > . Since | | is greater than  , the 

reduce function ( and ) reduces the basis  by calculating  = -   where r=1 

because r is the nearest integer to | | =  = 0.666. The result after this step is  

Y=   =   =  

Then the algorithm tests to determine whether or not > . Because  =  > (0.75 -

) =  no exchange is made. The reduced function is called to check | | ≥ . 

Since | | = | | <  the reduce function does not take any action in this step.The next 

step is to consider . Reduce is called again to check | |. Since | | =  which is 

less than  the reduce function takes no action. 

  Now, the length of is compared to the length of .   =   = 0.4186 < (0.75 - ) 

 = . The swap function exchanges the two vectors ( and ) and recalculates 

the corresponding . 

Y=   =   =  
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The next step of the algorithm is to call the reduce function (on vector and ). Since 

| |= 1/3 which is less than 1/2 there is no action taken by the reduce function. As well, 

no swap takes place because  =  > (0.75 - ) = . 

The algorithm now calls the reduce function (on vectors and ). Since | | = 1/3 

which is less than 1/2 there is no action taken by the reduce function. Now the swap 

function swaps the two basis ( and ) because  =  < (0.75 - ) = and 

recalculates the corresponding . 

Y=   =   =  

Now is compared to  the algorithm calls the reduce function. Since | | = 2 which 

is greater than 1/2 the reduce function reduces the basis  by calculating  = -  

. The result of this iteration is 

Y=   =   =  

In this iteration the swap function does nothing because  =  > (0.75 - ) = .  

Now  is analyzed. | | = 2 is greater than 1/2 ; so the reduce function reduces the 

basis  by calculating  = -  . The result of this iteration is 

Y=   =   =  

The swap function does nothing because  =  > (0.75 - ) = . 
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The last iteration, compares , the algorithm tests | | =  which is greater than 

1/2 so the reduce function reduces the basis  by calculating this  = -   and 

the swap function does nothing because  =  > (0.75 - ) = . The result of this 

iteration is 

Y=   =   =  

Since 

 =   

where the matrix U =  is a unimodular matrix with determinant =-1 the 

column vectors in Y are in the lattice. 

The original vectors have lengths 7.14, 4.24 and 1.73 and the vectors in Y have the 

reduced lengths 1.73, 2.44, and 4.24. 

4.8 How the LLL algorithm works to break knapsack cryptosystem 

Lagarias and Odlyzko [17] proposed the first method for attacking the Merkle-Hellman 

Knapsack by using the LLL algorithm. 

Assume that the Merkle-Hellman knapsack is the problem one is trying to solve. 

Suppose the public key of the knapsack problem (the hard knapsack sequence) is known. 

The hard knapsack sequence is A = ( , , ..., ) where n is the length of the sequence 
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and the total sum S is representing the encryption of the message. Lagarias and Odlyzko 

began their method by constructing a lattice basis in this form  

B =  =  

The basis of the lattice L is entered as the columns of an (n+1) x (n+1) matrix B. The 

idea is to try to find a vector H where H is a linear combination of vectors in the lattice L 

such that  

H = BX =  .  =  

H = +  + ... + + =  where Bi is the i
th 

basis vector 

and  so S = +  + ... + . 

If the last number in vector H is 0, this means the sum of some of the numbers , , ..., 

 are equal to S and  –S+ +  + ... + = 0 when multiplying the last row of 

the matrix B with . Of course if we knew the components of H we 

would know the solution to the knapsack. However the length of H can be at most  

which would occur if S were the sum of all numbers in the knapsack [16]. Thus H is a 

short vector in the lattice. 
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The LLL algorithm is designed to find a new basis of the lattice with reduced length 

vectors. With luck, the vector H we are looking for may be one of these reduced basis 

vectors.  
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Chapter 5 

The implementation of the Visual Basic package 

 

This chapter explains the Visual Basic implementation of the two methods defined in 

chapters 3 and 4. These Visual Basic programs have been specifically designed to defeat 

knapsack cryptosystems and are designed for use in a classroom. This chapter uses the 

given examples in chapters 2 and 3 to test the Visual Basic programs.  

5.1 The Visual basic program for the Shamir Merkle-Hellman knapsack attack 

As mentioned in chapter 3, The Shamir attack on the Merkle-Hellman knapsack 

attempts to break the knapsack cipher by deriving either the original easy knapsack set 

or another alternative easy knapsack set which could be used to find the plaintext 

without knowledge of the secret key. 

The process of the Visual basic program for the Shamir Merkle-Hellman knapsack 

attack will be explained using a flow chart in order to follow the program. Then, a 

description of the program will be shown using a screen shot for each step of the 

program. 
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5.1.1 The flowchart of the Visual Basic Shamir Merkle-Hellman attack class 
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Figure 5: The Shamir class Flow chart 
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The Shamir method will be explained by recalling an example from Chapter 3. Suppose 

that A is an easy knapsack sequence = 3, 13, 36, 78, 158, 320, 646, 1297, N = 1301 is a 

chosen prime modulus and M=500 is a chosen multiplier. The super increasing “hard” 

knapsack sequence A’ which corresponds to A is 199, 1296, 1087, 1271, 940, 1278, 352, 

602. Then, a ciphered message (total sum) S can be calculated such as S =  

where  is a binary sequence (the plaintext). Assume the binary sequence 

M=1,1,0,0,0,0,1,0 so S is 1847. 

Shamir assumed that the hard knapsack sequence and the total sum S are known to the 

attacker so the hard knapsack sequence A’ is going to be the input of the Shamir class to 

analyze these numbers in the sequence in order to find the original secret key (M and N) 

or an alternative one for the system.  

Figure 6 shows the initial screen of the Visual Basic program. 
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Figure 6: The Shamir Merkle-Hellman attack Visual Basic class 

As is shown above there is a label and a textbox on the top of the screen 

   

The label guides the user to enter the hard knapsack sequence in the textbox beside it. 

Each number in the hard knapsack sequence must be separated from another number in 

the sequence by “ , “. For example: the knapsack sequence must be entered as 

1,2,4,8,...etc.  as shown above.  
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Once the hard knapsack sequence has been entered as in Figure 7 

 

Figure 7: The input is in The Shamir class 

The user is allowed to click on the button . All possible values of M in (M  

mod N) will be displayed in the left Combobox After clicking the “Find M” button. 

Some of these M values (The multiplier (part of the secret key of the system)) can be a 

solution for the system.  
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In this case another button   will appear to find corresponding part (N) of 

the chosen M in (M  mod N) that could make a trapdoor pair for the system. Figure 8 

shows this   

 

Figure 8: “Find N” Button appear on the Form 

When the user click on the “Find N” button before choose any value from the left 

Combobox, a MessageBox will be shown to guide the user to choose a value from the 

left Combobox.  
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Figure 9: MessageBox to guide user to choose a value from the left Combobox 

 

If a value of M is chosen, then, the user clicks the button  to find all 

corresponding values of M in (M  mod N). 

When the user clicks the button “Find N”, a panel will be visible to the user to check if 

the chosen M and N is a trapdoor pair for the cryptosystem that can derive the hard 

knapsack sequence from a super increasing sequence. The following figure shows that   

Notice: all objects names are shown in Appendix A.  
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Figure 10: The screen after clicking “Find N” button 

The button “Test The Easy Knapsack sequence” tests if the chosen M and N derive the 

hard knapsack sequence from a super increasing “easy” knapsack sequence. 

 The result after clicking on the button   is “yes” on the label under the 

textbox if the chosen M and N transform into an easy knapsack sequence. Otherwise 

“No” will appear. 
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Figure 11 shows that a MessageBox appears to guide the user by trying again because 

the chosen M and N cannot determine an easy knapsack sequence from the hard 

knapsack sequence. This is clear because the result “No” appeared.   

 

Figure 11: The chosen M and N cannot determine an easy knapsack sequence. 

If the result “No” is shown then, it is possible to try again by clicking the button “clear” 

to clear the old result from the “test knapsack” textbox and the result label (below the 

“test knapsack” textbox).  
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In this case, the user can choose another M and N and repeat the last step until a result 

“Yes” is found. If the user gets result “yes” then an easy knapsack is found as is shown 

figure 12 

 

Figure 12: The chosen M and N can determine an easy knapsack sequence 

The pair M and N that determine a super increasing sequence will make it possible to 

decrypt the encrypted message. Also, once the result is “yes” then there is another panel 

that will be display on the form. In the new appeared panel has a text box that allows the 

user to enter the total sum “the encrypted message” and a button called “Decrypt 

Message” to decrypt the message. When the user clicks the “Decrypt Message” button, 
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the total sum will reveal the binary sequence which is the decrypted message. The next 

figure shows this output. 

 

Figure 13: The decrypted message 

Also there are two buttons: - The “Clear” button clears all textboxes and the test label  

The “Exit” button is to exit from the Shamir class routine. 
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Figure 14 shows that the Shamir class can find an equivalent easy knapsack that works 

the same as the original easy knapsack to decrypt the ciphered message with a different 

M and N.  

Another multiplier M and a modulus N (secret key) derives an equivalent easy knapsack 

and decrypt the same message 1847 as shown in the following figure  

 

Figure 4: Another M and N derive to an equivalent easy knapsack. 
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The two pairs (778 and 1301) and (1553 and 2597) can give the same binary sequence 

(plaintext) for the same encrypted message S i.e. 2787 as shown in Figures 15 and 16  

 

Figure 5: The pair (778 and 1301) can give the plaintext 
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Figure 6: The pair (1553 and 2597) can give the same plaintext 
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5.2 Visual Basic Implementation of the Knapsack Attack using the LLL algorithm  

As mentioned in Chapter 4 Lagarias and Odlyzko [17] proposed the first method for 

attacking the Merkle- Hellman Knapsack by using the LLL algorithm. 

Assume that the public key of the knapsack problem (the hard knapsack sequence) A = 

( , , ..., ) and the total sum S (the encryption of the message) are known. Lagarias 

and Odlyzko used the sequence A = ( , , ..., ) and the total sum S to construct a 

lattice basis  

B =  =  

The basis of the lattice L is represented as the columns of an (n+1) x (n+1) matrix B. 

The idea is to try to find a vector H where H is a linear combination of the vectors in the 

lattice L.  

The purpose of the LLL algorithm is to find a new basis of the lattice with reduced 

length vectors.  

The Visual basic implementation of the LLL algorithm to attack knapsack cryptosystems 

will be explained using the flow chart in order to follow the process of the program. 

Then, a description for the program will be shown using a screen for each step of the 

program. 
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5.2.1 The Visual Basic flow chart for the LLL algorithm to break knapsack cryptosystem  
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Figure 7: The LLL class flow chart 



 
 

65 

5.3 Test the basic Merkle-Hellman knapsack system against the LLL algorithm 

This section will describe the LLL Visual Basic implementation as an attack method 

against the Merkle-Hellman knapsack cryptosystem.  

 The same example in chapter 3 will be used here as used in the last section. A is an easy 

knapsack sequence = 3, 13, 36, 78, 158, 320, 646, 1297, N = 1301 is a chosen prime 

modulus, M=500 is a chosen multiplier, the “hard” knapsack sequence A’ which 

corresponds to A is 199, 1296, 1087, 1271, 940, 1278, 352, 602 and the encrypted 

message (total sum) S is 1847 such as S =  where M = 1,1,0,0,0,0,1,0.  

The Visual Basic implementation of the LLL algorithm has a form with four buttons, 

four text boxes and two panels.  

The following figure (figure 18) shows the initial setup of the program. Since the 

attacker knows the hard knapsack sequence and the encrypted message, the LLL class 

passes this information using two textboxes. The left textbox is for entering the hard 

knapsack sequence and the right text box is for the encrypted message.  
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Figure 8: the initial screen of the program. 

When the information (the knapsack sequence and the total sum) have been entered, the 

button “Generate Y” can be clicked to generate the matrix Y with size (n+1 x n+1). The 

columns of the matrix Y indicate the basis of a lattice. Figure 19 shows that the 

knapsack sequence and the total sum are placed in the form.  
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Figure 19: The knapsack sequence and the total sum are entered in the LLL class form 

Another button called “LLL” is made visible after generating the matrix Y. The button 

“LLL” applies the LLL algorithm to a lattice basis.  

Figure 20 shows the button “LLL” when it is appears on the form after the matrix Y is 

generated. 
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Figure 20: The button “LLL” appears on the form after generating matrix Y 

The next figure illustrates the result after applying the LLL algorithm to a lattice 

basis. The corresponding reduced basis in the original basis would be calculated 

and then shown on the form as a reduced basis. The program searches for the 

binary column that could be the solution (decrypted message) of the system. The 

specific binary column will be shown on the textbox below of the label ”Binary 

Column” as it is shown on the next screen.  
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Figure 21: The LLL algorithm against the Merkle-Hellman knapsack cryptosystem 

It is clear from the above screen that the binary sequence is represented as one column 

of the reduced basis. The first column “column #1” has values either 1 or 0 from the 

matrix.  “Reduced Y” is a solution “plaintext” for the cryptosystem as was explained in 

the example given at the beginning of this section.   
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5.4 Test the multiplicative knapsack cryptosystem against the LLL algorithm 

This knapsack cryptosystem seems weak against The Reduced Basis (LLL) Algorithm. 

More than 10 cases with different hard knapsack sequences have defeated against the 

LLL algorithm. The following lines will show one of the tested cases that the LLL 

algorithm can attack this knapsack method by using the given example in Chapter 2. 

Since B3 (2340, 15053, 16036, 8873, 8356, 4869, 14335, 2097, 1905) is the third hard 

knapsack and the message M is “110100001” the encrypted message is 

S=2340+15053+8873+1905= 28171. 

Using the hard knapsack sequence B3 and the total sum S, an (n+1 x n+1) matrix can be 

built  

Y= 

 

The reduced matrix after the applying the LLL algorithm to the matrix Y is  

Y=  
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Using the implemented class of the LLL algorithm, the reduced basis is shown as 

columns of the “Reduced Y” matrix and the result is the same as above.   

 

Figure 22: The LLL algorithm against the multiplicative knapsack system 

It can be noticed that the first column has binary values (0,1). By comparing this column 

and the binary sequence M from the above example, the encrypted message 28171 is 

decrypted.  
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5.5 Test the Pascal-Triangle Knapsack cryptosystem against the LLL algorithm  

The Pascal-Triangle knapsack cryptosystem is one of the stronger cryptosystems that 

seems secure against the LLL algorithm. As before, we assume that the attacker knows 

the public key for the cryptosystem and the encrypted message. 

Recall the public key from Chapter 2 and the encrypted message S= 326892 which is the 

sum of the shaded numbers in the below table  

 

 

 

 

 

 

 

 

Table 14: The public key for the Super Pascal knapsack cryptosystem 

To use this information, we will use all the numbers in the table except the entries from 

the right column because the system does not use number in it. So, we will pass 40 

numbers to the implemented class for the LLL algorithm and these numbers are  

{7000,61433,104165,43361,64155,73145,116197,75775,1611,110705,7000,113567,287

32,85464,50361,111691,72619,32712,108671,102094,7000,5433,112000,93299,74598,

54330,114196,19227,105526,103124,7000,28000,19433,47433,61433,38866,96433,948

66,35732,77732}. Also, we pass the encrypted message 326892 to the form in order to 

7000 7000 7000 7000 7000 

61433 113567 5433 28000 50567 

104165 28732 112000 19433 50567 

43361 85464 93299 47433 50567 

64155 50361 74598 61433 50567 

73145 111691 54330 38866 50567 

116197 72619 114196 96433 50567 

75775 32712 19227 94866 21000 

1611 108671 105526 35732 21000 

110705 102094 103124 77732 64567 
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build an 50 x 50 matrix to apply the LLL algorithm. The purpose of this step is to find a 

vector in the reduced basis that is a linear combination of vectors in the lattice L. 

The result is that the LLL class generates a reduced basis without a column that has 

binary values (0 or 1). The following message box shows that the LLL class did not have 

a binary column in the reduced basis  

 

Figure 23: The message box when none of the reduced basis is a binary column 

 

Several cases of this knapsack method have been tested against the LLL algorithm and 

the result of all tests is the same. In all the cases, there are not binary sequences have 

found. This means, the LLL algorithm cannot find the solution for the Super-Pascal 

Triangle Cryptosystem. 
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Figure 24: The LLL algorithm failed against the Super-Pascal Triangle Cryptosystem 
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Chapter 6 

A New Knapsack Cryptosystem 
 

As mentioned before, several knapsack cryptosystems have been proposed so far. Each 

knapsack cryptosystem varies from others by the transformation technique of an easy 

knapsack into a corresponding hard knapsack. In this chapter a new knapsack technique 

will be given. This knapsack method uses Galois field GF(p
n
), where p is a prime. Then, 

it uses the polynomials of GF(p
n
) to hide the easy knapsack sequence followed by the 

Chinese Remainder Theorem [22].  

6.1 The encryption 

In order to understand this method, an example is given. Suppose A is an easy knapsack 

sequence of the powers of 2 with exponents from 0 to 9 (i.e. A= (1, 2, 4, 8, 16, 32, 64, 

128, 256, 512)). Then, we embed the easy knapsack sequence in a Galois Field GF(p
n
). 

Since, the sum of all integers in the knapsack sequence A is 2
10

-1, a chosen prime p must 

be greater than 2
10

-1 (i.e. p=1031). So, the selected Galois Field is GF(1031
3
) where 

each field element is a second degree polynomial.   
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Suppose that the integers in the easy knapsack sequence A represent the coefficients of 

the x term and the coefficients of the other terms x
2
 and x

0 
are randomly chosen as shown 

in figure 25. 

 

 

 

 

 

 

 

Then, an irreducible polynomial q(x) to create GF(1031
3
) (i.e. q (x) = x

3
 +960 x

2
 + 280 x 

+ 283 and a random polynomial r (x) (i.e. r(x) = 7 x
2
 + 361 x + 939) are chosen. Then, 

multiply each polynomial in figure 25 by r(x) and the result is shown in figure 26. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 25: Galois Field Elements  

 

 

 

 

 

 

 

 

 

 

Figure 26: Polynomials after multiplied by r (x) 
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6.2 The hard knapsack integers 

The coefficients of the polynomials in Figure 26 can be converted to integers by using 

the coefficients as input to an inverse Chinese Reminder Theorem. Since the coefficients 

are in GF (1031
3
), three primes r. s, and t are selected such that (r, s, t) > 1031. In this 

example, r = 10313, s = 10321, and t = 10331. These primes are used to find an integer 

Xi such that Xi = c1i mod r, Xi = c2i mod s, and Xi = c3i mod t for polynomial i = 

. For example, the first polynomial in figure 26 is  which 

leads to 890786829155 because 890786829155 mod r ≡ 22, 890786829155 mod s ≡ 

165, and 890786829155 mod t ≡ 998. By playing the same game for all polynomials in 

figure 2, the list of all integers represents the hard knapsack sequence for the 

cryptosystem (890786829155, 573062161797, 1013419341732, 991613132341, 

980343622613, 1030649353336, 292444080709, 616330776394, 482056671902, 

740466036534). 

6.3 The decryption 

Suppose the total sum of (the first, third and fifth integers) is 

890786829155+1013419341732+ 980343622613 = 2884549793500. By using the three 

primes r, s, and t such that 2884549793500 mod r = 1446, 2884549793500 mod s = 

1703 and 2884549793500 mod t = 1232, the results can be the polynomial sum such that 

sum(x) = .  

The decryption can be done by calculating the inverse of the polynomial r(x) = 7 x
2
 + 

361 x + 939 such as r(x)
-1

 = 680x
2
 + 481 x + 503 in the Galois Field then using r(x)

-1
 as 

the multiplier such that r(x)
-1

 × sum(x). Then, the result is this polynomial 62x
2
 + 21 x + 
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1027. By converting 21 into binary, we can see 21= 2
4
 +2

2
+ 2

0
 , in which 0, 1 and 4 

represent the first, third and fifth of the chosen integers.
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6.4 The results 

By applying the LLL algorithm to the above example, the result is the LLL algorithm 

can attack it very easily as shown in figure 27 

 

Figure 27: The LLL algorithms attacks the system 

We have tested a set of hard knapsack sequences with different sizes up to 100 integers 

and the result was the LLL algorithm discovered the addends of some of them.  
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Chapter 7  

Conclusion  

 

In conclusion, this chapter evaluates the results of the main objectives of this thesis will 

be evaluated and provides suggestions for future work will be given.   

7.1 Results  

The first main objective was to introduce the public key knapsack problem and present 

some different kinds of knapsack cryptosystems including the first version of this 

cryptosystem. Chapter 2 describes in detail the knapsack cryptosystems, such as the 

Merkle-Hellman knapsack cryptosystem, the multiplicative knapsack, and the Super 

Pascal Triangle knapsack.  Also, Chapter 6 discusses a new knapsack cryptosystem.  

The second objective was to present and explain with some details two different 

methods of the Knapsack cryptanalysis. Chapter 2 explains the basic idea of the Shamir 

Merkle-Hellman attack, and explains how this cryptanalysis works. Chapter 4 is about 

the Reduced Basis (LLL) Algorithm which is another method of knapsack cryptanalysis 

method and some basic background of Linear Algebra is covered in order to explain the 

calculations of the LLL algorithm.   

To make these two cryptanalysis methods functional and testable against the knapsack 

cryptosystems, a Visual Basic package has been implemented, which was a goal of this 

thesis. This package includes the Shamir Merkle-Hellman attack and the LLL algorithm. 

The implementation of each method has more than 800 lines of Visual Basic code. The 

visual basic programs are fully documented with flow charts in Chapter 5 to instruct the 
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reader and the programs users how they can use the programs. Also, the Visual Basic 

source code is included in appendix A to allow the reader see how these methods are 

implemented.       

The results of the testing show that the Shamir method can break only the Merkle-

Hellman knapsack cryptosystem. Also, this thesis shows that some kinds of knapsack 

cipher systems can be broken by the LLL algorithm, such as the Merkle-Hellman 

knapsack cryptosystem and the multiplicative knapsack cipher system. On the other 

hand, some of the knapsack cryptosystems appear strong against the LLL algorithm such 

as the Super Pascal Triangle Knapsack and the newly invented knapsack cryptosystem. 

This means that in the examples we tested, the LLL could not find the solution to these 

cryptosystems.      

7.2 Future work  

The implemented methods are intended to be used in a classroom as a teaching tool, so 

one of the improvement suggestions is to redesign and improve these methods to make 

them faster and more efficient. For example, one of the future improvement attempts can 

be to make the Shamir Visual Basic class calculate all possible pairs of the secret key 

(the multiplier and the modulus) faster using Diophantine Approximation.  

Also, since the first knapsack cryptosystem was introduced, there have been many 

improvement versions of this cryptosystem to make it stronger and secure against the 

known knapsack system cryptanalyses. In this thesis, attempts were made to test 

different knapsack cryptosystems by using the original version of the LLL algorithm. 

One of those knapsack cryptosystems [22] was only recently invented. In the future, the 
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LLL algorithm code could be improved by implementing a modified version of the LLL 

algorithm to see whether or not it could defeat those tested knapsack cryptosystems 

using the approach discussed in chapter 4.  

Since the LLL algorithm is widely used in cryptography, implementing modified 

versions of this algorithm could be useful to test any knapsack or possibly other public 

key cryptosystems.  
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Appendix A  

Visual Basic Programs 

Shamir Merkle-Hellman knapsack attack 

 

Figure 28: The Shamir Class form 

' The following code implements Shamir Merkle-Hellman knapsack attack method using          

' Microsoft Visual Basic Studio 2010. 

' The inputs: the knapsack sequence and the encrypted message (total number). 

' The outputs: all possible pairs (M and N) one or more than one of which could 

transform the 

' Public (hard) knapsack sequence into a super increasing (easy) knapsack sequence. 

Also, the 

' binary sequence (decrypted message) if (M and N) is found.  
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/* -------------------------------------------------------------------------------------------------------

----- */ 

 

' The beginning of the class 

Public Class Shamir  

    Dim M As Integer 
    Dim N As Integer 
    Dim numofint3 As Integer 
    Dim int3left As New List(Of Double) 
    Dim int3right As New List(Of Double) 
 
 

    Private Sub FindM_Click(ByVal sender As System.Object, ByVal e As 
System.EventArgs) Handles FindM.Click 

 
        Dim str As String 
        Dim strArr() As String 
        Dim count As Integer 
        Dim list As New List(Of Double) 
        str = Text1.Text 
        strArr = str.Split(",") 
        For count = 0 To strArr.Length - 1 
            list.Add(Val(strArr(count))) 
        Next 
 
        Dim i As Integer 
        Dim R1(list.Item(0) - 2, 1) As Double 
        Dim p1 As Integer = 1 
        Dim p2 As Integer = 1 
        Dim t1 As Double 
        Dim t2 As Double 
  Dim Pow1 As Integer = 2^(list.count-1) 
        For i = 0 To list.Item(0) - 2 
            t1 = p1 / list.Item(0) 
            t2 = ((p2 / list.Item(0)) + (1 / (list.Item(0) * Pow1))) 
            R1(i, 0) = t1 
            R1(i, 1) = t2 
            If (R1(i, 0) = t1) Then 
            End If 
            If (R1(i, 1) = t2) Then 
            End If 
            p1 = p1 + 1 
            p2 = p2 + 1 
        Next 

 Dim j As Integer 
  Dim R2(list.Item(1) - 2, 1) As Double 
        Dim p3 As Integer = 1 
        Dim p4 As Integer = 1 
        Dim t3 As Double 
        Dim t4 As Double 

 Dim Pow2 As Integer = 2^(list.count-2) 
        For j = 0 To list.Item(1) – 2 
            t3 = p3 / list.Item(1) 
            t4 = (p4 / list.Item(1)) + (1 / (list.Item(1) * Pow2)) 

Public variables are used in some buttons  

Store the integer knapsack sequence 

from a textbox “Text1” into a list 

that is called “list”. 

Calculate the first set 

of intervals for the 

first number in the 

public sequence. In 

this code the first 

number in the list is 

list.item(0) because 

the index starts from 

0 and goes to n-1. 

Calculate the second 

set of intervals for the 

second number in the 

public sequence. In 

this code the second 

number in the list is 

list.item(1) because 

the index ranges from 

0 and goes to n-1. 
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            R2(j, 0) = t3 
            R2(j, 1) = t4 
            If (R2(j, 0) = t3) Then 
            End If 
            If (R2(j, 1) = t4) Then 
            End If 
            p3 = p3 + 1 
            p4 = p4 + 1 
        Next 
 
        
Dim int1left As New List(Of Double) 
        Dim int1right As New List(Of Double) 
        For k As Integer = 0 To list.Item(0) - 2 
            For l As Integer = 0 To list.Item(1) - 2 
                If (R1(k, 0) >= R2(l, 0)) And (R1(k, 0) <= R2(l, 1)) Then 
                    int1left.Add(R1(k, 0)) 
                    If (R1(k, 1) <= R2(l, 1)) And (R1(k, 1) <= R2(l, 1)) Then 
                        int1right.Add(R1(k, 1)) 
                    Else 
                        int1right.Add(R2(l, 1)) 
                    End If 
                End If 
                If (R1(k, 0) <= R2(l, 0)) And (R1(k, 1) >= R2(l, 1)) Then 
                    int1left.Add(R2(l, 0)) 
                    int1right.Add(R1(k, 1)) 
                End If 
            Next 
        Next 
 

        Dim a As Integer = int1left.Count ' count the set of intervals from the first 

intersection. 
        Dim R3(a - 1, 1) As Double 
        Dim aa As Double 
        Dim ab As Double 
        For ii As Integer = 0 To a - 1 
            For ji As Integer = 0 To 1 
                aa = int1left.Item(ii) 
                If ji = 0 Then 
                    R3(ii, 0) = aa 
                End If 
                ab = int1right.Item(ii) 
                If ji = 1 Then 
                    R3(ii, 1) = ab 
                End If 
            Next 

  Next        

Dim numofint1 As Integer = R3.Length / 2 ' count the set R3 from the first intersection and 

' divide it by 2 because the array R3 has two dimensions. 
        Dim p As Integer 
        Dim R4(list.Item(2) - 2, 1) As Double 
        Dim p5 As Integer = 1 
        Dim p6 As Integer = 1 
        Dim t5 As Double 
        Dim t6 As Double 

 Dim Pow3 As Integer = 2^(list.count-3) 

Calculate the third 

set of intervals for 

the third number in 

the public sequence. 

In this code the third 

number in the list is 

list.item(2) because 

the index ranges 

from 0 and goes to 

n-1. 

Calculate the 

first 

intersection. In 

other words, 

find the 

intervals (from 

the two sets of 

intervals) that 

lie in the other 

one. 

Store the results 

of the first 

intersection in an 

array called R3 

in order to use it 

for comparing it 

with the other 

intervals. 
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        For p = 0 To list.Item(2) - 2 
            t5 = p5 / list.Item(2) 
            t6 = (p6 / list.Item(2)) + (1 / (list.Item(2) * Pow3)) 
            R4(p, 0) = t5 
            R4(p, 1) = t6 
            If (R4(p, 0) = t5) Then 
            End If 
            If (R4(p, 1) = t6) Then 
            End If 
            p5 = p5 + 1 
            p6 = p6 + 1 
        Next 

Dim int2left As New List(Of Double) 
        Dim int2right As New List(Of Double) 
        For k1 As Integer = 0 To numofint1 - 1 
            For l1 As Integer = 0 To list.Item(2) - 2 
                If (R3(k1, 0) >= R4(l1, 0)) And (R3(k1, 0) <= R4(l1, 1)) Then 
                    int2left.Add(R3(k1, 0)) 
                   If (R3(k1, 1) <= R4(l1, 1)) And (R3(k1, 1) <= R4(l1, 1)) 
Then 
                        int2right.Add(R3(k1, 1)) 
                    Else 
                        int2right.Add(R4(l1, 1)) 
                    End If 
                End If 
                If (R3(k1, 0) <= R4(l1, 0)) And (R3(k1, 1) >= R4(l1, 1)) Then 
                    int2left.Add(R4(l1, 0)) 
                    int2right.Add(R3(k1, 1)) 
                End If 
            Next 
        Next 

Dim b As Integer = int2left.Count 
        Dim R5(b - 1, 1) As Double 
        Dim bb As Double 
        Dim ba As Double 
        For ii As Integer = 0 To b - 1 
            For ji As Integer = 0 To 1 
                bb = int2left.Item(ii) 
                If ji = 0 Then 
                    R5(ii, 0) = bb 
                End If 
                ba = int2right.Item(ii) 
                If ji = 1 Then 
                    R5(ii, 1) = ba 
                End If 
            Next 
        Next 

        Dim numofint2 As Integer = R5.Length / 2 ' count the set R5 from the second 

 ' intersection and divide it by 2 because the array R5 has two diminutions. 
 
        Dim q As Integer 
        Dim R6(list.Item(3) - 2, 1) As Double 
        Dim p7 As Integer = 1 
        Dim p8 As Integer = 1 
        Dim t7 As Double 
        Dim t8 As Double 

 Dim Pow4 As Integer = 2^(list.count-4) 

Calculate the 

second 

intersection 

between R3 

and the 

intervals of 

the third 

number in 

the public 

sequence 

from the last 

step. 

Store the results 

of the second 

intersection in an 

array called R5 

in order to use it 

for comparing it 

with the other 

intervals. 

Calculate the fourth 

set of intervals for 

the fourth number in 

the public sequence. 

In this code the 

fourth number in the 

list is list.item(3) 

because the index 

ranges from 0 and 

goes to n-1. 
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        For q = 0 To list.Item(3) - 2 
            t7 = p7 / list.Item(3) 
            t8 = (p8 / list.Item(3)) + (1 / (list.Item(3) * Pow4)) 
            R6(q, 0) = t7 
            R6(q, 1) = t8 
            If (R6(q, 0) = t7) Then 
            End If 
            If (R6(q, 1) = t8) Then 
            End If 
            p7 = p7 + 1 
            p8 = p8 + 1 
        Next 
 
        Dim int3left As New List(Of Double) 
        Dim int3right As New List(Of Double) 
        For k1 As Integer = 0 To numofint2 - 1 
            For l1 As Integer = 0 To list.Item(3) - 2 
                If (R5(k1, 0) >= R6(l1, 0)) And (R5(k1, 0) <= R6(l1, 1)) Then 
                    ListBox1.Items.Add(R5(k1, 0)) 
                    int3left.Add(R5(k1, 0)) 
                    If (R5(k1, 1) <= R6(l1, 1)) And (R5(k1, 1) <= R6(l1, 1)) 
Then 
                        int3right.Add(R5(k1, 1)) 
                        ListBox2.Items.Add(R5(k1, 1)) 
                    Else 
                        int3right.Add(R6(l1, 1)) 
                        ListBox2.Items.Add(R6(l1, 1)) 
                    End If 
                End If 
                If (R5(k1, 0) <= R6(l1, 0)) And (R5(k1, 1) >= R6(l1, 1)) Then 
                    int3left.Add(R6(l1, 0)) 
                    int3right.Add(R5(k1, 1)) 
                    ListBox1.Items.Add(R6(l1, 0)) 
                    ListBox2.Items.Add(R5(k1, 1)) 
                End If 
            Next 
        Next 
        Dim qr As Integer= list.Count 
 Dim z As Integer = 0 
        Dim td As Double 
        Dim w As Integer= int3left.Count 
        Dim M(w - 1, 1) As Double 
        Dim a7, b7 As Double 
        For ii As Integer = 0 To w - 1 
            For ji As Integer = 0 To 1 
                a7 = int3left.Item(ii) 
                If ji = 0 Then M(ii, 0) = a7 
                End If 
                b7 = int3right.Item(ii) 
                If ji = 1 Then M(ii, 1) = b7 
                End If 
            Next 
        Next 

Dim maxnum As Integer = list.item(0) 
For i As Integer = 1 To list.count- 1 
    If list.item(i) > largest Then 
        maxnum = list(i) 
    End If 

Calculate the 

fourth 

intersection 

between R5 

and the 

intervals of 

the fourth 

number in 

the public 

sequence 

from the last 

step. 

Find all possible 

values of M such that 

(ai * M mod N) that 

could make M and N a 

secret key of the 

cryptosystem. Then 

sort the results in 

ComboBox1. M must 

be any value between 

1 and 2*max number 

in the hard knapsack 

sequence. 
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Next 
        numofint3 = M.Length / 2 
        For i11 As Integer = 1 To (2 * maxnum) 
            For j11 As Integer = 2 To 30000  
                td = i11 / j11 
                For y As Integer = 0 To ListBox2.Items.Count - 1 
                    If (td >= M(y, 0) And td <= M(y, 1)) Then 
                        ComboBox1.Items.Add(i11) 
                    End If 
                Next 
            Next 
        Next 
        Next 
        
 For x As Int16 = 0 To Me.ComboBox1.Items.Count - 2 
            For y As Int16 = Me.ComboBox1.Items.Count - 1 To x + 1 Step -1 

                If Me.ComboBox1.Items(x).ToString = Me.ComboBox1.Items(y).ToString 
Then 
                    Me.ComboBox1.Items.RemoveAt(y) 
                End If 
            Next 
        Next 
End Sub 
 

 Private Sub FindN_Click(ByVal sender As System.Object, ByVal e As 
System.EventArgs) Handles FindN.Click 
        ComboBox2.Items.Clear() 
        ComboBox2.Text = "" 
        Dim str As String 
        Dim strArr() As String 
        Dim count As Integer 
        Dim list As New List(Of Double) 
        str = Text1.Text 
        strArr = str.Split(",") 
        For count = 0 To strArr.Length - 1 
            list.Add(strArr(count)) 
        Next 
        For count = 0 To strArr.Length - 1 
            list.Add(Val(strArr(count))) 
        Next 
        Dim qr As Integer 
        qr = list.Count 
        Dim z As Integer = 0 
        Dim td As Double 

 Dim M(numofint3 - 1, 1) As Double 
        Dim a7 As Double 
        Dim b7 As Double 
 
        For ii As Integer = 0 To numofint3 - 1 
            For ji As Integer = 0 To 1 
                a7 = ListBox1.Items(ii) 
                If ji = 0 Then 
                    M(ii, 0) = a7 
                End If 
                b7 = ListBox2.Items(ii) 
                If ji = 1 Then 
                    M(ii, 1) = b7 
 

Remove the 

duplicate 

from 

ComboBox1 

Copy the smallest set of 

interval from listBox1 and 

ListBox2 and store them 

in a 2 dimensional array. 
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                End If 
            Next 
        Next 
 
 
 
 

 Dim fm As Integer 
        fm = Val(ComboBox1.Text) 
        For j As Integer = 2 To 30000  
            td = fm / j 
            For y As Integer = 0 To numofint3 - 1 
                If (td >= M(y, 0) And td <= M(y, 1)) Then 
                    ComboBox2.Items.Add(j) 
                End If 
 
            Next 
        Next 
        
 
 
 
 
 For x As Int16 = 0 To Me.ComboBox2.Items.Count - 2 
            For y As Int16 = Me.ComboBox2.Items.Count - 1 To x + 1 Step -1 

               If Me.ComboBox2.Items(x).ToString = Me.ComboBox2.Items(y).ToString 
Then 
                    Me.ComboBox2.Items.RemoveAt(y) 
                End If 
            Next 
        Next 
 
 
 

        Panel1.Visible = True ' make panel 1 visible. 
    End Sub 
 
 
Private Sub EsayKnapsack_Click(ByVal sender As System.Object, ByVal 
e As System.EventArgs) Handles EsayKnapsack.Click 
        Dim str As String 
        Dim strArr() As String 
        Dim count As Integer 
        Dim list As New List(Of Double) 
        Dim Slist As New List(Of Double) 
        str = Text1.Text 
        strArr = str.Split(",") 
        For count = 0 To strArr.Length - 1 
            list.Add(Val(strArr(count))) 
        Next 
 
        Dim n As Integer = Val(ComboBox2.Text) 
        Dim m As Integer = Val(ComboBox1.Text) 
        Dim sum As Integer = 0 

 Dim z As Integer 
        Dim B(list.Count - 1) As Integer 
        Dim gsy As Integer 
        Dim test As Boolean = True 

Remove the 

duplicate 

from 

ComboBox2 

This part is to test if the 

chosen (M and N) 

transform a hard 

knapsack sequence to an 

“easy” knapsack 

sequence. i.e. 

Label3.Text = "YES" if 

the sequence in 

TextBox1 is a super 

increasing sequence. 

Otherwise, Label3.Text 

= "No".   

Find all possible 

values of N such that 

(ai * M mod N) that 

could make M and N a 

secret key of the 

cryptosystem. Then 

sort the results in 

ComboBox2. 
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        For z = 0 To list.Count - 1 
            B(z) = list.Item(z) * m Mod n 
            Slist.Add(B(z)) 
            TextBox1.Text = (String.Join(",", Slist.ToArray)) 
        Next 
 
        For i As Integer = 0 To list.Count - 1 
            gsy = list(i) * m Mod n 
            If gsy <= sum Then 
                test = False 
            Else 
                sum = sum + gsy 
            End If 
 
            If test = True Then 
                Label3.Text = "YES" 
                Panel2.Visible = True 
            Else 
                Label3.Text = "NO" 
                Panel2.Visible = False 
            End If 
        Next 
    End Sub 
 

     
 

 
 
 
 
Private Sub DecryptM_Click(ByVal sender As System.Object, ByVal e As 
System.EventArgs) Handles DecryptM.Click 

' This button is for decrypting the encrypted message. 

        Dim count As Integer 
        Dim n As Integer = Val(ComboBox2.Text) 
        Dim m As Integer = Val(ComboBox1.Text) 
        Dim Total As Integer 
        Dim Message As Integer 
        Dim lis As New List(Of Integer) 
        Dim K As Integer 
        Dim su As Integer 
         
        Dim str As String 
        Dim strArr() As String 
        Dim cout As Integer 
        Dim list As New List(Of String) 
        str = TextBox1.Text 
        strArr = str.Split(",") 
        For count = 0 To strArr.Length - 1 
            list.Add(Val(strArr(count))) 
        Next 
        Message = Val(TextBox2.Text) * m Mod n 
        Total = Message 
        cout = list.Count 
        K = Total 
        For i As Integer = count - 1 To 0 Step -1 

This part is for 

decrypting the 

encrypted message and 

transforming it into a 

binary sequence. 
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            If K >= list.Item(i) Then 
                lis.Add("1") 
                K = K - list.Item(i) * 1 
            Else 
                lis.Add("0") 
                K = K - list.Item(i) * 0 
            End If 
        Next 
 
        lis.Reverse() 
        For Each element As String In lis 
            TextBox3.Text = (String.Join(",", lis.ToArray)) 
        Next 
 
    End Sub 
 

     
 

 
 
 
 
 
 
Private Sub Clear_Click(ByVal sender As System.Object, ByVal e As System.EventArgs) 

Handles Clear.Click 
        TextBox1.Text = "" 
        TextBox2.Text = "" 
        TextBox3.Text = "" 
        Label3.Text = "" 
    End Sub 
 
 
 
 
Private Sub Exitbutton_Click(ByVal sender As System.Object, ByVal e As 
System.EventArgs) Handles 
Exitbutton.Click 
        End 
    End Sub 
 
 
 
     
Private Sub Shamir_Load(ByVal sender As System.Object, ByVal e As 
System.EventArgs) Handles MyBase.Load 
        Panel1.Visible = False 
        Panel2.Visible = False 
    End Sub 
 
 
    Function GCD(ByVal firstnumb As Long, ByVal socendnum As Long) As Long 
        Dim tmp As Long 
        Do 
            ' swapping numbers  
            If firstnumb < socendnum Then 
                tmp = firstnumb 

This button “Exitbutton” allows the user to exit from 

the form 

 

This button “Clear” allows the user to clear Textbox1. 

TextBox2, TextBox3, and Label3. 

 

This function is 

to calculate the 

Greatest 

Common divisor 

When the Shamir class runs, Panel1 

and Panel2 are not visible. 
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                firstnumb = socendnum 
                socendnum = tmp 
            End If 
            ' take the remaider 
            firstnumb = firstnumb Mod socendnum 
        Loop While firstnumb 
        GCD = socendnum 
    End Function 
End Class 
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Reduced Basis for a lattice (LLL) Algorithm 

 

Figure 29: The LLLAlgorithm class form 

' This Visual Basic code implements the Reduced Basis for lattice (LLL) Algorithm  

' it’s authors are Lenstra, Lenstra, and Lovàsz. 

' The goal of this implementation is to find a shortest vector in the lattice. 

' to use the LLL algorithm for cryptanalysis of public key cryptosystems such as 

knapsack  

' cryptosystem. 

' The ideas for building a matrix come from:  

' http://www.codeproject.com/Articles/18796/A-Matrix-Class-Explained-with-Mathematical-

Equatio 

' The input: the knapsack sequence and the total sum (the encrypted message) 

' The outputs: the reduced basis matrix and the binary sequence (binary column) if it is 

in the  

'  reduced matrix  

/* -------------------------------------------------------------

------ */ 

http://www.codeproject.com/Articles/18796/A-Matrix-Class-Explained-with-Mathematical-Equatio
http://www.codeproject.com/Articles/18796/A-Matrix-Class-Explained-with-Mathematical-Equatio
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' The beginning of the main class   

Public Class LLLAlgorithm  
    Inherits System.Windows.Forms.Form 
    Dim Y As Matrix 
    Dim YS As Matrix 
    Dim SizeY As Size 
    Dim MD As New Long 
    Dim list As New List(Of Decimal) 
 
Private Sub Form1_Load(ByVal sender As System.Object, ByVal e As 
System.EventArgs) Handles MyBase.Load 
        cmdLLL.Visible = False 
        Label2.Visible = False 
        Label3.Visible = False 
        Label5.Visible = False 
        PanY.Visible = False 
        PanYS.Visible = False 
        BinaryColumnText.Visible = False 
        Button1.Visible = False 
    End Sub 
 

' The following button is for generating the corresponding matrix to break the knapsack 

 ' cryptosystem by LLL algorithm. 

  
Private Sub GenerateY_Click(ByVal sender As System.Object, ByVal e As 
System.EventArgs) Handles GenerateY.Click 
        PanY.Controls.Clear() 
        MD = 0 
        Dim str As String 
        Dim strArr() As String 
        Dim count As Integer 
        str = KapsackTextBox.Text 
        strArr = str.Split(",") 
        For count = 0 To strArr.Length - 1 
            list.Add(Val(strArr(count))) 
        Next 
 
        MD = list.Count + 1 
        FillPanel(PanY, MD, MD) 
        SizeY = New Size(MD, MD) 
 
 

 cmdLLL.Visible = True 
        Label3.Visible = True 
        PanY.Visible = True 
    End Sub 
  
 
Private Function FillPanel(ByVal Pan As Panel, ByVal M As Integer, ByVal N As 
Integer) 

    Pan.Controls.Clear() 
 

 Dim item As TextBox ' The elements to fill the panel are textboxes  
 Dim s As Integer = 10 ' The distance between elements  
    For y As Integer = 0 To N - 1 
       For x As Integer = 0 To M - 1 

Public variables that are used in 

more than one part of the program 

When the program runs, all 

objects are invisible except 

Label1 and Textbox1 which 

are visible to allow the user 

enter the knapsack sequence. 

Store the integer knapsack sequence 

from a textbox “Text1” into a list 

which is called “list”. 

Call FillPanel function to fill 

“PanY” with a square matrix of 

size MD x MD. 

Then, make the LLL button, 

Lable2, and PanY visible. 
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               item = New TextBox 
               item.Width = 30 
               item.Height = 30 
               item.BorderStyle = BootMode.FailSafe 
               item.BackColor = Color.Snow 
               item.CharacterCasing = CharacterCasing.Normal 
               item.TextAlign = HorizontalAlignment.Left 
               If y = x Then 
               item.Text = 1 ' The diagonal element of the matrix Y has a value = 
1 
               Else 
               item.Text = 0 ' Otherwise = 0 
               End If 
               If y = N - 1 And x <= M - 2 Then 

               item.Text = list.Item(x)' The last row is fill by the element of the      
knapsack sequence. 
               End If 
               If y = N - 1 And x = M - 1 Then 

               item.Text = -(Val(MessageText.Text)) ' The last element in the matrix Y has    a 
value = - (the encrypted message).   
               End If 

               item.Location = New Point((s + item.Width) * x + s, (s + item.Height) * y + s) ' 
Set the elements. 
                Pan.Controls.Add(item) 
            Next 
        Next 
 Pan.AutoScrollMinSize = New Size(item.Left + item.Width + s, item.Top + 
item.Height + s) 
' Set the elements on the Panel. 
    End Function 
 
Private Sub cmdLLL_Click(ByVal sender As System.Object, ByVal e As 
System.EventArgs) Handles cmdLLL.Click 
 
        FillMatrices() 

        YS = Y.LLL(Y, 0.75) ' The matrix YS has reduced basis on the same lattice of Y 

basis  
        FillPanel(PanYS, YS.val.GetLength(0), YS.val.GetLength(1)) 

        FillPanelByMatrix(PanYS, YS) ' show the results in PanYS 
        Dim R As Integer 
        Dim BinList(MD - 1) As Integer 
        Dim Result As Boolean = True 
        For col As Integer = 0 To MD - 1 
            For kl As Integer = 0 To MD - 1 
                R = col 
                If YS.val(R, kl) <> 0 And YS.val(R, kl) <> 1 Then 
                    Result = False 
                    GoTo D 
                Else 
                    Result = True 
                End If 
            Next 
 
            If Result = True Then 
                BinaryColumnText.Text = col + 1 
                ListBox1.Items.Add(col + 1) 
            Else 

Search for the binary 

column (the column 

that  has 1 or 0 

entries) to print it 

into a 

BinaryColumnText 

as a sequence.  

Print the column 

number that has 

binary values. 
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                BinaryColumnText.Text = "NO" 
            End If 
D:      Next 
        Dim PBin As Integer = Val(BinaryColumnText.Text) - 1 
        Dim chlist As New List(Of Decimal) 
        If BinaryColumnText.Text = "" Then 
            MessageBox.Show("There is no Binary Column") 
            GoTo R 
        Else 
            For co As Integer = 0 To MD - 1 
                chlist.Add(YS.val(PBin, co)) 
            Next 
        End If 
 
        For Each element As String In chlist 
            TextBox1.Text = (String.Join(",", chlist.ToArray)) 
        Next 

 
R:      Label2.Visible = True 
        Label5.Visible = True 
        PanYS.Visible = True 
        BinaryColumnText.Visible = True 
    End Sub 
  
    Private Function FillMatrices() 
        Y = New Matrix(SizeY.Width, SizeY.Height) 
        FillMatrixByPanel(Y, PanY) 
    End Function 
 
    Private Function FillMatrixByPanel(ByVal Mat As Matrix, ByVal Pan As 
Panel) 
        For i As Integer = 0 To Pan.Controls.Count - 1 
            Mat.AddElement(Pan.Controls(i).Text) 
        Next 
    End Function 
 
    Private Function FillPanelByMatrix(ByVal Pan As Panel, ByVal Mat As Matrix) 
        Dim i As Integer 
        For y As Integer = 0 To Mat.val.GetUpperBound(1) 
            For x As Integer = 0 To Mat.val.GetUpperBound(0) 
                Pan.Controls(i).Text = Mat.val(x, y) 
                i += 1 
            Next 
        Next 
    End Function 
 
 
    Private Sub Clearbutt_Click(ByVal sender As System.Object, ByVal e As 
System.EventArgs) Handles Clearbutt.Click 
        PanY.Controls.Clear() 
        PanYS.Controls.Clear() 
    End Sub 
 
 
 
    
 

This button “Clearbutt” allows the 

user to clear the PanY and PanYs.  

Function to 

fill panel 

from matrix 

Function to fill 

a matrix with 

the entries 

from a panel. 

The function 

fill matrices 

 
These objects are appearing 

after applying the LLL 

algorithm to the matrix in 

PanY. 

Print in Textbox1 the 

binary sequence. 
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 Private Sub Exitbutt_Click(ByVal sender As System.Object, ByVal e As 
System.EventArgs) Handles Exitbutt.Click 
        End  
    End Sub  
End Class 
' Here is the end of the main class. 
 
 
 
 
 
Public Class Matrix' The Matrix class starts here 

Private M As Long ' number of columns 
    Private N As Long ' number of Rows 
    Public val(,) As Decimal ' matrices have two dimensions  
    Private currentX As Long 
    Private currentY As Long 
 
    Private Function SetDimensions(ByVal X As Long, ByVal Y As Long) 
        M = X 
        N = Y 
        ReDim val(M - 1, N - 1) 
    End Function 
 
    Public Function AddElement(ByVal element As Long) 
        If currentX > (M - 1) Then 
            currentY += 1 
            currentX = 0 
        End If 
 
        Try 
            val(currentX, currentY) = element 
        Catch e As Exception 
            Throw New Exception("Matrix filled " & "Element(" _ 
                & currentX & "," & currentY & ") doesn't exist.") 
        End Try 
        currentX += 1 
    End Function 
 
    Public Sub New(ByVal X As long, ByVal Y As long) 
        SetDimensions(X, Y) 
        currentX = 0 
        currentY = 0 
    End Sub 
 
    Public Function LLL(ByVal C As Matrix, ByVal alpha As Double) As Matrix 
        Dim ystar As Matrix = New Matrix(C.M, N) ' the Gram Schmidt 
Orthogonalisation matrix 
        Dim yr As Matrix = New Matrix(C.M, N) ' the reduced matrix 
        Dim mu As Matrix = New Matrix(C.M, M) ' the Gram Schmidt coefficients 
matrix 
        Dim ms As Matrix = New Matrix(C.M, M) ' random matrix to store values. 
        Dim gstar(N - 1) As Decimal ' the squared-length of GSO vectors 
        Dim l, j, k As Long 
        Dim r As Long 
        Dim nu, delta, temp, xi As Decimal 
 
        

This button “Exitbutt” allows the 

user to exit from the form. 

Set dimensions 

of matrices.  

Set dimensions 

of matrices.  

The main class 

LLLAlgorithm 

calles this function 

to add  elements to 

fill the panel PanY 

and PanYr with 

integers from 

matrices.  



 
 

100 

 For l = 0 To M - 1 
            For k = 0 To N - 1 
                yr.val(l, k) = val(l, k) 
            Next 
        Next 
        '----------         

   -------' 
        
 
 
 For l = 0 To M - 1 
            For k = 0 To N - 1 
                ystar.val(l, k) = yr.val(l, k) 
            Next 
 
            For j = 0 To l - 1 
                mu.val(l, j) = 0 
                ms.val(l, j) = 0 
                For k = 0 To M - 1 
                ms.val(l, j) = ms.val(l, j) + (yr.val(l, k) * ystar.val(j, 
k)) 
                    mu.val(l, j) = ms.val(l, j) / gstar(j) 
                Next 
 
            For k = 0 To M - 1 
          ystar.val(l, k) = ystar.val(l, k) - (mu.val(l, j) * ystar.val(j, k)) 
                Next 

            Next 
 
            gstar(l) = 0 
            For k = 0 To M - 1 
                gstar(l) = gstar(l) + (ystar.val(l, k) * ystar.val(l, k)) 
            Next 
        Next 
 
        k = 1 ' stats from the second index  
 
        While k <= M - 1 
            If (Math.Abs(mu.val(k, k - 1)) > 0.50) Then 
                r = Math.Round(mu.val(k, k - 1)) 
                For l = 0 To M - 1 
                    yr.val(k, l) = yr.val(k, l) + (-r * yr.val(k - 1, l)) 
                Next 
                For s As Integer = 0 To k - 1 
                    If s = -1 Then s = 0 
                    mu.val(k, s) = mu.val(k, s) - (r * mu.val(k - 1, s)) 
                Next 
                mu.val(k, k - 1) = mu.val(k, k - 1) - r 
End If 
 

         
 
 
 
 
 
 

 

copy panY matrix to a new matrix 

called Yr 

Calculate the Gram 

Schmidt 

Orthogonalization 

process 

First, test the 

first condition  

If | > 0.50 

Then do reduce 

for the vector yrk 

and update 

. 
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 If (gstar(k) >= (alpha - (mu.val(k, k - 1) * mu.val(k, k - 1))) * gstar(k - 1)) Then 

       
            If k = 0 Then 
               k = 1 
            Else 
                    For o As Integer = k - 2 To 0 Step -1 
                        If o = -1 Then o = 0 
                        If (Math.Abs(mu.val(k, o)) > 0.50) Then 
                            r = Math.Round(mu.val(k, o)) 
                            For l = 0 To M - 1 
                           yr.val(k, l) = yr.val(k, l) + (-r * yr.val(o, 
l)) 
                            Next 
                            For s As Integer = 0 To o - 1 
                            mu.val(k, s) = mu.val(k, s) - (r * mu.val(o, 
s)) 
                            Next 
                            mu.val(k, o) = mu.val(k, o) - r 
                        End If 
                    Next 
 
                    k = k + 1 
  End If 
 
 
            Else 
                nu = mu.val(k, k - 1) 
                delta = gstar(k) + ((nu * nu) * gstar(k - 1)) 
                mu.val(k, k - 1) = (nu * gstar(k - 1)) / delta 
                gstar(k) = (gstar(k - 1) * gstar(k)) / delta 
                gstar(k - 1) = delta 
                For z As Integer = 0 To M - 1 
                    temp = yr.val(k - 1, z) 
                    yr.val(k - 1, z) = yr.val(k, z) 
                    yr.val(k, z) = temp 
                Next 
                For v As Integer = 0 To k - 2 
                    If v = -1 Then v = 0 
                    temp = mu.val(k - 1, v) 
                    mu.val(k - 1, v) = mu.val(k, v) 
                    mu.val(k, v) = temp 
                Next 
                For e As Integer = k + 1 To M - 1 
                    xi = mu.val(e, k) 
                    mu.val(e, k) = mu.val(e, k - 1) - (nu * mu.val(e, k)) 
                    mu.val(e, k - 1) = mu.val(k, k - 1) * mu.val(e, k) + xi 
                Next 
                If k > 1 Then 
                    k = k - 1 
                End If 

End If 
        End While 
        Return yr ' return the reduced vectors of the matrix yr 
    End Function 

End Classلهم لي ال لى ع آل و محمد ع لي  محمد (محمد  اطمة ع سن ف ح حس ال ال

Then, test the 

second condition 

which is (if the 

squared length of 

yr*k is greater than 

or equal to (α - 

) times the 

squared length of 

yr*k-1). If this is 

true, then do 

reduce process as 

above. 

 

Otherwise, swap 

the two vectors 

yrk and yrk-1 and 

the 

corresponding 

’s are updated 

by some 

calculation. 
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